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IELKADNDBGET THEBEKLTTA B ZDRFINTIRDES,
KA MIRIL, RSN DETHBEIICERSNET, (58T 127y 7L TSN,
AT T =2 O F RS = AR C £ T
AT-82 fi2] HIOEARR
T T — &R AR O =EisTe 2 BihkR 2015-04-02

FETHE AT ANLETEF -t a-FEERALE T,

<E% =T Tl

LD 12D/ LTES Y,
ST AR BRI CED IR0 T,

B FUFHTAA—2320— RO H—F - Intemet Explorer = =
CEE BT

« TET AN O P AT L) TE R SERShEL T,
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2.3. =—V MRV EE

T2V MM UAN— UL RO FERHVE T,
M inux

» ALAR—IVARIUT K
B Windows
» PowerShell Zf#i~7= A Ah— L AT 7k
Windows PowerShell 2.0 LLFE2S M 3E . (Windows2008R2 LA I3 )

HWindows2003, 2008 1% PowerShell 33X 8 Net Framework Z A > Ah—/L 3 A LENHDFE T,

AT T INELTEEIE T2 > TODHA . RemoteSigned (B — I WTARIEE N TWA A2 NI FEIT R BE) 721X
Unrestricted (2 CDAZV T NRFEITRIHE) ~FEITRV —2 LR TAHLERHYET,

KMOT o FIANAY TN T 556, PRI AN L BT TTEEN,
F@{j AL A—/LIFIZT Anti-Malware | Z &R 912 A LV A= VBT WVVET,

»  FEIA A= ¥PowerShell 23M# 2 72V A
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2.4, =2 MU AN VERZV L MER

TVl NEA Y ARN— LT BT DAL AN— IV AZ) T NEAERR L. ATV T " — N CEITLET,

(1) A A=V ZZVF NOVERK
B Web av Y — )V OV R—=MEREIV0 I, A A=V AZY FRERIRLET,

@ 17 | @ R—Eg - 1] Q|
A AR —IL 2T

AR —H1ER
Eo ot
=D ER

(2) 7RTA—ZDRTE
T— 2 N AV AN VT AT TR T 3 — DRI L FT,
*Linux BeiE7)> Windows BRbEZA BN L CT7ZE0,

A AL YT

Deep Security Agentld. RightScale. Chef. Puppet. SSHZE Dy — )L #ERL TEETEE 4o COA VR FHic2L —40
EALT. BFFADI I RERTEE S,

Windows&Linuw DTS 9 h 24 —AIZ 20T, AR LRI TS,

1
ISk || Uinusdfagent Q-1 2k~ -

AVAL=ILRBUTH T, Deep Security MarsgerinSbeent /2D 7 EH D O —FFEFIBFEENTOET . /LA —ILAD) J17ER
FTFLHIIC. Deep Security Manzeerl TAzent/ JHD 27 B R — L T HCRENBUE T 25U THIBEERETETTLLENEVE
T o BN T DA

AR = ILARI T Asen BB BB TN (4 2 ) F R L — I BT 2RSS TEHIEL TS

EFalF Y= 7l v
2 =5 - 2R v
Relay )L~ R T DRely L — -

TV N BB MIC T =y I B ANVET,
ARV —:Base Policy Z IR L FEF, (R —IZH CEFERGETT, )

A =LV T

Deep Security Azentld. RizhtScale. Chef. Puppet. SSHAZE Oy —LFERALTEETEE T COM A LR T2, —2%
EALT. BEGEAI I HERTEL T .

Windows Linux D Sk T2 —LIT DT 02 U A FEEIBL TS,
FSubPa—da LiruehfAgentD- a2 =) -
A A =L APIFHIIE . Deep Security ManaesrdSAeent L 2H D 7 FE D LDO—F IR FIBASE N TLE T LA — L A2 FHEE

TTF &AL, Deep Security Manager| CAgent™/ 20 o7 B — LT HCEENBUL . 20U FHE EESEETEIT 2080 UL
BT I DA

AR I B D AeentEB BB CHIL (42 ) T ol R ST 28813 ST T IILL T 8

T o) — I Baze Policy A I
Qe a—RF L= J =5 hd
Relayd Il —3: HEREEE DRy I —F -
Deep Security Manager D87 C{H .

e hd
R3B70%: SRELEER
Relay~DIEFI CEATLI0OR FOF R -

AgentinAD U E—FEIIETIE. A2 LS. HEA. —BOD, LU ROION T ARETEE T B ONTIE. A5
A FD TS D F BRI TR
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(3) A A=V ALV T DRAE
INTA=HREIZIVERENTA L A= VATV T RN 4 R D FIZFRSIET,
ETOAURERINT L0 7))y T R—RZat — 1270y, 77 A VELTIRFELET,

Linux ®%6: () install.sh ERAFTDERT 1 1TH2S #!/bin/bash THHZLAMERLET,

Windows D54 : (i) install.psl 3ERIFTDERT 1 1T H BIORAELLTOL/ powershel > ZHIFRL TZEW,

A AR—ILRY)TH

ik 2= =7 EVEET] v
Relayd )L —7F TERRE DRelay T JL—7F -
Desp Security Managerd DIERY CEE T R

I O AR

Relays (¥R ST 2704 T O R -

Agent SO UE—FEIHETIE. ARG §R8E. —BOD. HLUTOMOIO T ERETEET., FHlio0TE, A5
AN TR DA DFIE—DE BB T,

Deep Security MaragenDTLSEFEAEEER T 2, Hilasor

#/bin/bash
# This script detects platform and architecture, then dowmloads and installs the matching Desp Secunty Agent packaze
if L $(/usr/bin/id —u) —ne 0 11 then echo You are not running as the root user. Please try again with root privilegss:
logger —t You are not running as the oot user. Please try again with root privileges ;
exit 1;
fi
if type curl >/dev/null 2581 then
SOURCEURL= https://dsmanshinplus jp443
aur $SOURCELRL /softwars/dedoymentscript/platform/linux/ —o /tmp/DownlcadlnstallAgent Padaage —insecurs —silent

if [ == /tmp/CownloadlnstallAgentPackage J; then
/tmp/ DownloadinstallAgentPackage

4

2.5. Linux =—Yxz MU AR—)L

TV M A VAN VT DY — ST AV AN VATV T N ETLET,

(1) [root@cent65 /J#. /home/install.sh

TV MDFE T a— R A AN VRN FEITSIHIIIRR E A THOIVET,
%12 Command session completed. | 3R RSIAUTA L AN—/L5E T LRV ET,

[root@cent65 /1# . /home/install.sh

Preparing. .. HHHHHHHHHEHEHEHEHEHS S [100%]
1:ds_agent R [100%]

Loaded dsa_filter module version 2.6.32-358.2.1.e16.x86_64 [ OK ]

Starting ds_agent: [ 0K 1]

Sending the command to the agent on the local machine..

~~ R ~~

Received a 'GetAgentEvents’ command from the manager.

Received a 'GetAgentStatus’ command from the manager.

Command session completed.

[root@cent65 /11
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2.6. Windows =— x>k AZh—/L (PowerShell &)

(1) FHATEREEDHfERE

Windows PowerShell Z L&) L FITHRI > —Z MR L E 77,

a< 2RI 12 10 Get-ExecutionPolicy 231 TL TLZEWY,

PS C:¥Users¥Administrator> Get—ExecutionPolicy

BAEDFATRI Y —NFRENET,

Restricted 139 _THOAZYFIAFFTEE L, ¥Restricted P THIITA L AN—/LFATITHEA TEEW,

(2) FATRY > —DEHE

= ARIFENTODAZY T MIFAT AIRERRY S —ICEH L E T,
a< R A 10 Set-ExecutionPolicy RemoteSigned Z524TL TL/ZE0Y,
FATRV—HERLET D ? OMERITIZYITELET,

P EATR) Y — OB A L TIZS0,
PS C:¥UsersYAdministrator> Get-ExecutionPolicy

|RemoteSigned |
RemoteSigned 72> CWIUIZEESE T T,

(3) A AN—/L AT

TV M A VAN VT DY — ST AV AN VATV T N ETLET,

(f5) PS C:¥Users¥Administrator> C:¥install.ps1

AAN=VRTE T THETHR 1~2 000 E T,

TV DX T =R A AN VDN FEATSIHIIRR E DT E T,
%12 Command session completed. | 3R RSIAUTA L AN—/L5E T LRV ET,

PS C:¥Users¥Administrator> G:¥install. psi
Sending the command to the agent on the local machine..
~~ R ~~

Received a 'GetAgentStatus’ command from the manager.

Command session completed.

PS C:¥Users¥Administrator>
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2.7. Windows =—Y = hFEjAAh—/V (PowerShell ZfE 2 72V MEE)

(1) A Ah— /L He i

L=V MUARN— VT BT T DA T a—RLET, 77 A /V 4 agent.msi
[32 £°~1] https://ss.anshinplus.jp/software/agent/Windows/i386/

[64 £R] https://ss.anshinplus.jp/software/agent/Windows/x86_64/

Q) A AN— T Tl T LB FAT
agent.msi #FE(TLET, EX 2T OB LENFIRSINTZIGEILTEITI 277 L TLIEEN,

BILTORZ71 )L - BFIYTOEE B
@774 MEETLET?
,iEI_ RE] G¥agent msi
Er F/7T: Trend Micro, Inc.
FEEE Windows {2/ N—3— Myl =3
FE C¥agentmsi

v COZrA MR FICHICEETHW

") o= e IR IrSE T, 77 ORI T — R
? REsfR o7 N E T, (R SR TTOY D ML P Ddh, S TLT
bR EARH

L

1770
RS

B) AL A= NI AP —K
AV ANV BT DA R~ 127 7 LU ET,

Trend Micro Deep Security Agent 79k
Tt —BEAICE

iy bPyF - FUE Trend Micro Deep Security

Agent 5P —B(of LA P LET. BEHTEBI. [Rn]
‘z’J'JJ’JL;U?‘ZL\ bl it - R T ERIE R
oA B BLTEE

M s BICRBELET IZTF =B AL, TR~ 152270y 7 LUET,

rﬁ Trend Micro Deep Security Agent 2w 7wl = =)
ERFERGE I
LT OERRFEERIE RS BRI

S RETEREZRIEI T o T B

FEGOIERFFERRNOME COFEL TS, BRALAN L AT FH (g
Lt 1= A RRET L e o S S IR

FEHIEN T BERITEEERIE S Ltbweb T - HICIBRL TV BE M2
HIEIT BRGNS0, LitWeb S rHIIEHEN T BIER
SrRRINIENERTNE T,

& 7o, CO-ROMIGE DA LA =L AT 7 DFFNBER T —E 2ITDFEL
T3 Btebt A HTIBHL T 2EZREE RIS ETLORM, 7

[ Eme) | [ Ra@ | SRR I[x\um ]

18



PR X VT B AT TA 2—PF—XHAR version 2.13

AV AN=IVT FNREFRELET, 74NV Z R EL IR~ 27007 L ET,

4 Trend Micro Deep Security Agent 7w R w7 =l

A AR-NEFF NS

EREDZIAA W2 b =)L FBIZHE D] bl B4 &R TS
[ EEE] BT,

Trend Micra Deep Security Agent Q- 202, b —JL5E:

IC:¥Prugram Files¥Trend Micro¥Deep Security Agent¥

EKE@Q...

[ Re@ | anm) || [Fvtn |

(A A=V %IV T T DA AN— V2R L £ 7,

Trend Micro Deep Security Agent O/ AF— SR T
ALAR—PERRIS B [ A R —IL] UL T RS A b =)L SRE RS
(E%K%%g‘élzti [F8] BN wOL TS Do —FEIR T F2I0E Prol Bl &l
CE e
[ B3@ | at-wm )| [ #et |
e

[SET 1270y 7LE T,
‘#8l Trend Micro Deep Security Agent 2w FFw T == |

Trend Micro Deep Security Agent t7wh7w
J o -kasET LELE

g\_;_ww i -RER T IR GETI AL EN AL

il

19



PR VT oA LATTA 2—PF—XHAR version 2.13

(4) == = MM D HEf
AV AN VAT T D—ERa~ RERITTH0E L Web a2 — L DA A— L A7 7 MERLH i % B & &
D
7 N7 d—2:Windows % 3R
TV e HBIZAIMEICTF =72 ALET
ARV —:Base Policy Z IR L ET, (R —IZHBR TEFEAEETT, )
IRT A= R EBIEIVERESNIZA LV AN—= VATV T IR 4 R D FICERSNET,
A A —IL 2T
Deep Security Atenti2 . RightScale, Chef. Puppet, SSHIEE B — L ERAL TR TEE o COMVRF— LRI IHITRL — 5%

ERALT. BEGZD) IV ERTEL T,
Windowsk Linu MDD F S0 b2 — LI CD T, (A b =L HFEEERL TR,

Foub Tk Windows R AeentD-1 A = hd

A AR 2D FHIIZ . Deep Security MamzeerSdeent UM P EE D UO—FFERFIESEE N TOE T A AL A2 FHEE
TTYBHIC. Deep Security Manager| Azent 22 7% R =L T BCEENBYUE T 200 7H EEEHERTET T2 BUE
T BT TP A LR

AR I CArentE BB T IE (EF 20U T R L —HEI ST BBEI L TE ML TS

Tt — Bass Policy v
el e J AR -
Relay )L —F HEASETE DRelay ) —= -
Deep Security Manazer~MHERIC{E .

mES -
RenI0ti AR
Relay~ D CERTLI0% O AER v

<powershell>
#requires —version 40

# PowerShell 4 or up s required to run this script
# Thiz script detects platform and architecture. It then downloads and installs the relevant Deep Security Azent packase

if (—NOT ([Security Principal WindowsPrincipal] [Security Principal WindowsIdentity]: GetCurrent()) IelnRolellSecurity Principal WindowsBuiltlRole]

“ Adrninistrator” ) {
Write—Warning “You are not rupning as an Administrator. Please try again with admin privileges.”

exit 1

1 v

(5) ==V = ML DELT

A A=)V ATV FRD dsa_control LLEE —a dsm: 75 policyid:1” FTOavrNEar™—LFEd,

~~ Al ~~

Start—Sleep —s 60

& $Env:ProgramFiles”¥Trend Micro¥Deep Security Agent¥dsa_control” —a dsm://ss.anshinplus.jp:4120/
“tenantID:B10705AE-6DA9-BDBA-726E-8C3E5369A85F”
“tenantPassword:3D2DES2C-3DE3-E0A2-E2BS-C1EE7TED29975” “policyid:1”

av Ry TR ==Y 2V IRA VANV EITND T ANV FITBEILE T,
C:¥Program Files¥Trend Micro¥Deep Security Agent
dsa_control A< REFOETCat’—Lza~ U REEVIT TEITLET,
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(f31)
dsa_control —a dsm://ss.anshinplus.jp:4120/ “tenantID:B10705AE-6DA9-BDBA-726E-8C3E5369A85F”
“tenantPassword:3D2DE82C-3DE3-E0A2-E2B8-C1EE7ED29975” “policyid:1”

112 Command session completed. | BNFE/RZILIVEA L AN— /L2 T E720F T,

C:¥Program Files¥Trend Micro¥Deep Security Agent>dsa_control —a dsm://ss.anshinplus.jp:4120/
“tenantID:B10705AE-6DA9-BDBA-726 E-8C3E5369A85F” “tenantPassword:
3D2DE82C-3DE3-E0A2-E2B8-C1EETED29975” “policyid:1”

Sending the command to the agent on the local machine...

~~ g~~~

Received a *GetAgentEvents’ command from the manager.

Received a 'GetAgentStatus’ command from the manager.

Received a ’UpdateComponent’ command from the manager.

Command session completed.

2.8. T—VxzVMUAMN—VEDHER

=V MUAN— VI BB Web 20— L DAL 2 —F VRO — PR /RS L, FERIR (T A1)
Lo TWHZ LR L £,

B AT—t7ALE

avEa—% wISL—TFEETL v ST v

EH v OB EE: 4 g ~ SRV R BIozfk—+ v B

& SR FoubTa RUL— RAF—HZ v
v OUEa—%(8]
E 100215 awsustics Red Hat Enter -+ Base Policy BIEAR (A510)
B rmekino2012R2std tedrsv Microsoft Win'  Base Policy IR (A5

UbkTo—y = ME AT T T
BHEREDOBR EITEH Web 20V — L J0IT - TLIEEW,
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2.9. Linux =2—Y = "V A AR—V

(1) 7oA AN—VFEST

TV N T VAV AN LT DN T T A VAN LA R EFATLET,
[root@cent65 ~]# rpm —ev ds_agent

Stopping ds_agent: [ OK ]

Unloading dsa_filter module... [ OK ]

Unloading dsa filter module... [ OK J&EFEREINTZHT VAL ARN—VIT5E T TY,

2.10.Windows =— = T VAV AR—)V

(1) 7oA AN—VFLT
a v ba— DT T AEMEEE LD I Trend Micro¥Deep Security Agent | Z1EIRL T A Ab—/L 2 FELTLTLE
él/ \O

[CELEEE T I [=] 3
Gk_)v [+ b0 =0 L - SATOI RO SGIVEE - T0SELE v & [ FossLeaonE 2]
IrME RRE) FT v-MD ALHH)

B ] TNISLOTA YA - NEEUEE
oAb ENEER 05 LE FDESLEPAUAN-IFBIL ~EDSTOISLBERUT (AR DL 380 HEIE] 52005
= .

) Windows OEEEOFRNEFEE .
° Ehik =38 TE (EE = ory @

|| BT o S o LA
2012709/

| i
Trend Micra Ihe. Sag) =33k, 903044 A= BOULA: hittpe/fus frendmicrocoms’
ALFOULA http:/ Fasupport trendmice e 7 143 MB

2.11. %5 Web 2/ — /b — _OHI R

T =2 N T A AR )L THE R Web a0 ) — U I — MFHRBIEAT- D . T oA AR— )L LT — 3% Hl
BRLET,
TVl N T A AN VU TN BRI L | HIBRL TLIEEY,

@ AT—hT#LA AVEa1—8  HIHL—TEED v S—F8 -

B - | EER.| & 8 ¥ = - =Y BIoxt—+ ~ B

i HEA Foub T R~ 7R -

E vEa—%

v OUEa—3(6)
i test1 206 localdomain Red Hat Enter -~ Base Policy ® TS

i i—10-0-2-11 aws—justios AM-Linusx Armazon Linux+  Base Policy P2 T O ER L
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3. F— " REME

FHERERR BT TEOME AL £,

3.1. V—NEIZRETD

B Web 2 — JWIZB RSN TWA T — N IR E TV ET,
1 BEOV—RERETDHHER. KV —"OBREDERDIGEIII T — N EBICEEL TSN,

3.2. RYT—Z/ERRL TH— NIZEI YT

R —TIE, V=V RREZFLD TREL, EEOT— NI HRIZEHID S THIENTEET,

BIZIE, R AR (A8 Sy TF) OFREZAZEY —NZH0 S THHE0, Linux $—/3H Windows #—/SH DR
AR L TRE, =" EBMUIZRHCR) Y — 2R ST SV IO E AN TEE T,

RY =2 — N ZED Y T THE & |HETE (B — /3 —=FAR) §5ZLNTEET,

MRV — W AP A RBEDIEEFIE

(RABGE, ZEREA, EX 27 a7 L CHERERR B2 T H 95355 1% Base Policy OF|HZHELEL £,

Linux JHX> Windows DRV —SHESITOE T2, BV Y THLR AR RO~ To/L— /L3 EY
BTHIUERNI N — NN AR AR T HMERHDET,

Linux Y— N HRI > —5% E B
(1) RV —TLinux Server | Z& 77y 7 _£1,
MRS — R

iy RUZ— Ry —
v @ RSO
v = - WEFR v Dk Sl EEn B okt -
@ Tr T IE— L v %3 Base Policy
© RABEIL—I 38 Deep Security
e
@ bFRLUTOTERL-L 4% Solaris Server
Tﬁ'ﬁ—;a‘/jym—)w—ﬂ 2 Windows
B uzk
& Tolh

23



P —REX VT4 HALATTA a—PF—XHAR

version 2.13

Q) BABIRCEEE, v )T/ EHOREEITVET,

S
WY S — P R T

B HE —ft  CORVEEALTLEA R AT
© FTEIO55LITE -
el s e An example policy for Linu servers
@ 7TV
© EABE
® z=EzaA
@ tFaUFOYER B
U a ‘ol
FFVr—2aarh0— 23 Base Poicy
M (AT 20T 43 Desp Saauity
o == { A Solaris Server
28 B Ea—I
© FLI055 L Es ~ @ YFLAL

B) A 2= —HIVRI —E2RIV Y THh— "L T NIV I LET,

avEa—%
By A= +7ald AUEPa—8  HISL-TEST v SR v a
e
+E0 - WA B 4o - mech - BIowtt - B
B L) Foub T3 RU— AT—H2A -
v A2
ava-justics Fed Hat Erter-+ Bose Policy @ EIEIR (3151
W mekine2012R2std techsv Micresoft Wine-+ Base Policy @ HENS (A5
SN ol N%
(4) P — NI G2 ARY > — 2 E Y TET,
R
W — R E T
E #= —f R SRFLAUb
O TEIOISLAE A2 io-10-02-15
@ WeblFaF—ial ==z
A T7rTFUx—IL sueg N
© =AEhE 4
L TSk T2A—1 Red Hat Enterprise 7 (64 bit) (3.10.0-
© z=gx 12321 o7 conos lusx@5 64)
@ tFrauFOsER TN—=7 ToEa—F -
m a2 EEOEER 7l -

(5) & 515% & 1]
EY Y T/ARY T —Linux server | TIZE T EMALIHA (A7) 122> TBELET,

© TIEFndsLis ZrEELE

@ WetlPaz—ia 2z [wray - |

e TraT A= 2F—=42 A7, A A —LENTLET, 22 -
© A

@ zm=R

@ wHaUFOIER EEORE
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ZOF — S TE TR A A CRE LIV A K () b A B 5 2 I KREAMETE (F— 854

RENZEHERNENIR0ET,

© TEZO55L3E LR
@ WebL 27—z o |;p -
e a7 2F—H2: A7, A AL ENTNWET, 22 L)L
© =k UP LA Lgs gt
U5 Ly
© z=zg
@ tFaUFOIER HEORE

KZDINTY — /N CEBNCEREE T T 58551 ITMREN L TR ELET,
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3.3. RV —&

N
Base Policy
-RAPIE A
TTAT I F—Iv FT
ETRE A
(¢ h AR — A H L
Linux Server
R — Linux #—/3
AU —EDY T o
»| - EABGE HEK () C RS ik ()
cTFAT A K (7)) TFAT =V MK (F7)
BB kK ) SRR kK ()
. J

TrAT A —IVEH

Linux ¥ —/\

RABGHE kA ()
TFAT VA IV T
AR kK ()

(Wind N KU — R ELEARL
1Inaows
RY — (Windows #—/3
BV —EAT | o i s (e
P 2 ABHHE A () > RPN kA& (4)
TTAT A IR () TFAT A K ()
AR HEEAR R () R EREAR A ()
. J

R —% R E LY —NA~E Y CIGE | REEHMA T DRI ET, R —L BB EICT LA 59—
INTHERZ N TRIELE T, EEDA | A 7721 TRV — VR EDMK R LW TRETHIENTEET,

¥ Base Policy TIX7 7 A7 V4 — WHEREZFRE | 2 TORRENA 2 () 122> TWET A, g0 7' AN
RWEAIIRIATEERA,
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4. DANARER [RET 07T L5458 ]

RIET 07T DSt R N DV TRHBIWZLET,

4.1. RIEFalILuEDE DL

(1) Web oV —izal 4o LTSN,
I a—HI RIET BT T LMK ERET D — "X T NIV LET,

Hoyak—F ot AR Rpi— g

TAa—s [3EL-TEST - | [GL-TR - | [ sz [~]

CoER - AR EEEE. | M - b . BITORE—F . L
v 9 P e R 2742 FEDiRE FERSILE: Py T —H

B Sita-5(2)

Red Hat Enter._.  Linux Server - BEHE L)
Microsoft Wind... Base Policy O BEHG G o E TR A

Q) — OB EBHENFRIINET,
I NIEwA=V A NN o Bk 7)Ao B

E R= —w || am |1
@ TESOS5LE —# ~
B [2008r2] x | (BEHEAZIIP: 61.120.61.62)
@ webltaF—va _ ETE
FTh
@ Tr7oE-1 e
0 BASH
€ zEER
@ T OsEE FIubTA— L Microsoft Windows Server 2008 R2 (64 bit) Build 7600
—_— | T &
& Aaoe-a IR Base Policy BREZ
& FE « | | EEOEERE L & ==
0 7ot O] | BT eI T R LT Ty I T T v ==
7
B A—i=SAR
[AT—52

(3) RIET T T LR KD AT —H A% [ WU CTHRIE) 7V 7 L TLIZE W,

ZIVTCARET 7T LR BADIIRVET . M& (2) [>T B IFBECAIC > TV ET,

HOS LTI T NEA LB RGN RIR0ET, UT IVZ A DRZRITHIEL TR OS DBFEIE FRIZ ALV E
TR BEATORENLETT, A~ =27 L OFEEFHEEZMHERITZI,

0 #= —# || SmariProlection | 5 || FSRESSAIL | b
5 FEIOSSLE [ TEZOS S LT
FEAOHSLAROAT —52 # (12) I MR ‘
@ webltaF—av ‘I ~
@ TN UT LA LigR
Py ) o
T AR i
HE Default Real-Time Scan Configuration ﬂ RE
e
© zEEn T2 =): |Every Day All Day [v] &=
@ wrurosER
- St
& (30— | 2
& BE <« | | #7E: Default Manual Scan Configuration EREL
B 7ozt [
TR
B A1 s
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CREAT A ~

File aftributes to monitor:
Created
LastModified
Permissions
QOwner

Group

Size

Contents
SymLinkPath

File path to be ignored under "etc' path {e.g., /etc/log/* is used to ignore
monitering all file under /etcllog/ path):
Mote: A single asterisk * can be used as a wildcard for a name, a double

asterisk ** is a wildcard for any path depth.

Add

LastModified (& 881 H) A DT =v /%44 L, TOK 2277 LET, T TA—ADNERINELL,
AT AL NIBL T O 7 T 4L IR 7 BB G ah (B1) /ete/log/* IZERETHIELAIRETT,
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CEfee 2o . . Lo
SREA T A File aftributes to monitor o
[ st [ Created
LastModified
File attributes to monitor:
[ Permissions
[ created
[ owner
LastModified
a ] Group
Permissions
[ size
[ owner
0 [ contents
Group
[ symLinkPath
[ size
] contents File path to be ignored under 'fetc' path {e.g., /etc/log/ is used to ignore
monitoring all file under /etc/logl path):
[ symLinkPatn Note: A single asterisk * can be used as a wildcard for a name, a double

asterizk ** is a wildcard for any path depth.

File path to be ignored under 'fetc’ path (e.g., fetc/log’™ is used to ignore
monitering all file under fetc/log/ path):

Mote: A single asterisk * can be used as a wildcard for a name, a double

asterisk ** is a wildcard for any path depth. fetcllog/* Remne

Add
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Directory fopt/ds_agent 2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent

Directory lopt/ds_agent/lin 2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent

Directory lopt/ds_agent/2.6.32-358.0.1. el6.x86_64-x... 2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent

Directory lopt/ds_agent/Licenses 2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent

Directory foptids_agent/2.6.32-71.e16.x86_54-x86_64  2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent

Directory loptids_agent/2.6.32-358.2.1.el6.x86_64-x... 2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent

Directory lopt'ds_agent/libfiaucore 2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent

Directory lopt/ds_agent/libiaucore/libs 2014-07-11 11:42:01 1003019 - Trend Micro Deep Security Agent
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File letc/my.cnf 2014-07-11 18:30:27 1003513 - Unix - File aftributes changed in /etc location

File letcl.swp 2014-07-11 18:30:27 1003513 - Unix - File attributes changed in /etc location v
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LA T FHIERSNIEREIEL

LA 8 FHIERSNIEREIEL

LAIL 9 B — DD LI— 7FEﬂf;l—"ﬂ_’e‘:l,’ctf)?7‘4’{0)%%??7‘:(?#&71&‘/—173\BQD’)‘*(‘/O)%‘ﬁﬁfJ“ﬁ“ihi@’g 4#!:_:0)><‘yt—~‘)73%"et)ﬂéhéi%ﬁ

&, EFYTALOBIEMENH DTN HYFES , Ftz, admin FhzlE root 7HIUMNBETIIS—LEFEFNFS,

LAIL 10 i_—*fl:&:vtiﬁk"éhf:ﬁ%ld) ii;?iEIOZ:EU/fZU—F\O?EE.%E%ﬁ@d)ﬂ’i»fyo)ﬁ&%(tit%fﬁini@"o15@%’&7?\?'*%3\‘% BIa1—YAERFERESN A
5— BEELHYFET,

LAL 1T || BETEESW I ERE AL

L2 ||EEEomnaAr ;jiv‘-L\«‘37:—74Lt;E;b\fgtDI%—if:li%%@}\yt—&’ﬁfaihit BEOT7TVr—avIicnT 2R EERTHEELHYE

LR 13 ||BREERGDIS— (BEE B) NYI7F—N—70—DRITHEED—RMLRE/E—2  BED Syslog Av—CROBEB. F-FEH D URL XFIIROEB,

LA 14 || EBZEOSWNEFT /A0 BRI EROREIL—ILERBEOKEOHEBEBERNER.

LAJL 15 WEDRY BREEDAREMIZFEAEHYFER A TCITRHUNBETT,
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OF VT A7 — VO BEBEEL~LERE
QX7 a AN NORAEBER E
FrE OREBINICH AT HA XU MO LEVMER E A AR T,
Bl ClIuns A Rkfens Aoty ar A —7 7 E M 180 B LAINIC 6 [A 3 A LT3 A IS B E & (10) £ LT
MZFRgREnET,
MAHME TIXEEE | (6) ML LD AT/~ MIiisRSnET,

£ ¥ )L —/)L 4 :1002815-Authentication Module — Unix Pluggable Authentication Module (Linux)

- Redmine-AWS3 njc.co jp

EFaUFASERAL - LT || B || AT |

Type of Log File(s). syslog

This rule matches events decoded as: pam

5500 - Grouping of the pam_unix rules FTIHEEESE - HEH
5501 - Login session opened #IEASESE - 1K (3)
5502 - Login session closed FIERERGE - 18 (3)

KKK

5503 - User login failed FIEREATE -oP (5)
AEE

5551 - Multiple Tailed loging in a small peried of ti SE -3 (10)

<

2

Frequency (1to 128) B

Time Frame (1to 86400). qag secs

5504 - Attempt to login with an invalid user STEREREE - o (5)

2 )L — )14, :1002795-Maicrosoft Windows Events (Windows)

| 2l FASERL LT T | B | AT |

Type of Log File(s): |eventiog "

18100 - Group of windows rules -ER

- EiR

- {8 (3)
-8 (2)
- (4]
- (4]
18174 - Windows System.ArgumentsOutOfRange Error FNERERTE - /= (10)

18101 - Windows informational events
18126 - Remote access login success
18145 - Service starfup type was changed
18145 - Application Uninstalled

18147 - Application Installed

K3 K| RI) K4{ k3| K| RII kS

18179 - Log file is cleared FIEREATE - o (B)

18193 - The computer has rebooted from a bugcheck. This may be a possible
attack (CVE-2012-0180)

18102 - Windows warning events FIERERTE - EER

(<]

18125 - Remote access legin failure (See Below)
18155 - Multiple Windows warning events FIERERTE - & (10)

Frequency (1to 128) [

Time Frame (1 to 86400): 12p secs v
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9.3. X 2VTAuTER] (WARZLERE) T 7L —MZXBERE (Linux #i)
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—/L%& XML Cilib CEET,

=V ERYY —THER T D2 I IR —&EHD Y TN Da s B a— X BTV — a2 B Y THZEL TEET,

(1) FETHRETHHEE. [EY T/ 2L TR 2707 L ET,
ETFERTEHY Y TEITV, HEICL— 2l HS 720 GE X MR ABEIOHELE L E4 B ER0ICE H (RIHE7ets
Bl & NOWZ IR EL TSN,
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© TEIoLiE F#aui—m T3 &
Al TAOSERADIT — 2T R (1) e IR
@ WeblbaF—2m M
TrA T4 HIEE AL 2 TARTERIL—
e Ry
 mAR T ETAR BIIZRR— - BT R
© zEEnR =T i T
@ TR
& B
L PozF—t+ I
o A-ri-Soff
T
WEORT—52 OBzl T OSSP EE TR T,
FEOEEED R L
(3] 5 S
#ERE DR EEREEDUT v
#7F ML3

(2) FoRT A NVAZED TEW G CTHY | RlEIN YT, TR SCTRIRIOT v 7T — Ml 72 8 CRRSELIENT
TFET, [T RUBBRSEERFHADOT X TONA—ANRERINET, TAXATHHEB DN TN L— /LT, AT
AR ENTEDLL DR EDMEERDN—VTT, Foy IRy I AZTF 2% NLTOK &)y 7§52 8T, 3
WU —ADEF Y TS ET,

t#;‘)?mb“mwﬂb Hl—FHELEL -

[ | S)ToAs—t -

[i#A - [ R | I By-4. | E.

B~

1002792 - Default Rules Configur...

1002793 - Mail Server - Microsoft...
@[] 1002794 - FTP Server - Microsoft.
@ 0 |1002795 - Microsoft Windows Ev
@ [0  |1002797 - Database Server - My
@ |1002798 - Database Server - Pos.
@ 1002799 - Network Monitoring To..
@[] 1002300 - PBX Server - Asterisk
@ [0 |1002804 - Mail Server - Courier
@ O |1002807 - Webmail Client - Hord
@[] 1002809 - Mail Server - IMAPD
@[ |1002815 - Authentication Module.
@[] |1002817 - Authentication Tracking
@ 0 |1002819- FTP Server- ProFTPD.
@ [0  |1002823 - Application - Samba
@[] |1002824 - Solaris Auditing - Basi..
@] 1002828 - Appication - Secure S.
@ ]  |1002831 - Unix - Syslog
@0 |1002835 - Web Server - Web Acc

#x8

SEFREH
EFEEH
EFRES
EFREH
SEFREH
SEFREH
EFEEH
EFRES
EFREH
SEFREH
SEFREH
EFEEH
EFRES
EFREH
SEFREH
SEFREH
EFEEH
EFRES

FIEIT 7%
2010-03-19
2010-09-15
2010-07-14
2013-11-07
2010-07-14
2009-12-23
2010-08-25
2000-12-23
2000-12-23
2010-01-14
2009-12-23
2013-01-09
2010-02-24
2010-01-14
2010-09-15
2009-12-23
2013-01-09
2011-07-13
2014-02-12

Fr el
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(3) B 2Tl AR — L DIER
FHANS LD T m AL — L IR L E T,

Tha)FMIERIL-IL (ST - | (ST - [Q = [ ~]
CFa - | [ b S | Bosas—t - | BrEo-a | g
1 HEDTF ..
& Sl B UAHZPATLATIEEA)

WHF LX) T a VT BERO T T 43
[—f 27 | N— VD4R ELET,

—f& | 3TV | IeAl || ATIAL | BNETHS

— iR
B | senmerr2 smvesia |
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F&|~Agent/Appliance) i —3752 8.0.0.0
fev|"\Manager §—a0 5.0.0
(a7 57|
— o
T =R AR — L

=V ID: HEIIZERE SN E T,

LrUb B EABELET,

T N—T (B~ KHJY) : ) authentication_failed

=V DI L — L D AL TLTZS 0,

BET o F—r n N TRET 53532 —T7, i) Connection closed

=8 | LT | Dedll | ATE | EUETHE

rFd - ~
ORIy N
O AzAL (L)
r— a1
M= JLID: 100000
Ll = (10) [v]
S—F (I/7ET) authentication_failed
o= JLTDEHBR: sshifftsely
rdie— s
BEda a1 Connecfion closed
AR IR a2 v
BT R
CE
0 BT — Ak IIB A bR IR
O BEDS =T ST I — AU A5 -

Tt (FFal) (v}
IVQ(DJI/*JWJ'\ {EESH- AR (ReBED) M IEESRE T Tl — L& — BB S D&, FUHSNE S,
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(77 ANGT

TrANDEMNEI) 7 U TER G 7 7 AV ERRELET,

7 AN Hl) /var/log/secure SKRHEELT r AN ARG TEET,
MBS CT 7 ANEAT R ELET,

=8 || 3T el || AFial | BN THS

2w
Jvarflog/secure syslog I Bl

Z el aEhD

(AT arvi7

TN IO — L TAR RSN AT 7 — NCT =y 7 T A2 T I— NBAEITAET,
B OT T —NEEE 77— MBI TONLSEEEZRELET,

RERIOKIZIY 7T HZETH L L — L MERRSHET,

=82 || 3TN | Dell | AFialy | B THS

[Fs-t
SO =T £ TR R RSN Ss T —t

B TS FERE: o (4) E

(6) BF 2T AT BN — LV OfERR R

BILAERRLTo N — T = 73 DN TR EID S TSR A N> TV ET,

NN a— 2 L TIRET DI V=227 LT [T a.] 27007 ET,

NN T =S WTHRE T DT V=N a2 57V 7 LT (a7 (Fa—30)L ] 22Uy LET,

X — NUVIRELTIZG A X, TON— NV EFEHL TS T R TOMORI Y —B L Oas B a— 2B HNEN

HHSNET,
BRIEZAE T T 2I2IE, TOKJZ 7Yy 7L TLIEZENY,

ERaATOSERIL—IL [BUETE v [S-diEu | [Q sz

[CreRm - | @ ER. | EIiTy | [DER BIToaf-t - | BF-A R
B~ i FEDTT

]
o0 v] Linux57- 2 KBYESS
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9.4. BX2VT T ER (WAZLRE) XML X58%E (Windows £1)

X2V Tr TR — L ORI Y TEFE) TITHOHETT, R EL DAY LR EEZ DT TUEIZEL TEET,
ZHEO—KA7R OS BROT TV —Lar DX 27 7R — VR HIESINTWET R, B DI AL L)L
—NWVEAERT DTEL TEET, WAZ LN — VAR T 25613, (AR — V) T T — e 1927 HiLvvr
— /L% XML CRlik TEFET,

= VR —THERR T B LT IR — 250 Y T TN B a— A 2T — V2 EI Y THI L TEET,

(1) FETHRETHHEE. [EY T/ 2L TR 2707 L ET,
ETFERTEHY Y TEITV, HEICL— 2l HS 720 GE X MR ABEIOHELE L E4 B ER0ICE H (RIHE7ets
Bl & NOWZ IR EL TSN,

L &= - | = ||k
© TEIoLiE F#aui—m T3 &
Al TAOSERADIT — 2T R (1) e IR
@ WeblbaF—2m M
TrA T4 HIEE AL 2 TARTERIL—
e Ry
 mAR T ETAR BIIZRR— - BT R
© zEEnR =T i T
@ TR
& B
L PozF—t+ I
o A-ri-Soff
T
WEORT—52 OBzl T OSSP EE TR T,
FEOEEED R L
(3] 5 S
#ERE DR EEREEDUT v
#7F ML3

(2) FoRT A NVAZED TEW G CTHY | RlEIN YT, TR SCTRIRIOT v 7T — Ml 72 8 CRRSELIENT
TFET, [TRTUBBRSLEERFHADOT R TONA—ARERINET, TAXATHEB DOV TWDL— LT, AT
AR ENTEDLL DR EDMEERDN—VTT, Foy IRy I AZTF 2% NLTOK &)y 7§52 8T, 3
WU —ADEF Y TS ET,

t#;‘)?mb“mwﬂb Hl—FHELEL -

[ | S)ToAs—t -

[i#A - [ R | I By-4. | E.

B~

1002792 - Default Rules Configur...

1002793 - Mail Server - Microsoft...
@[] 1002794 - FTP Server - Microsoft.
@ 0 |1002795 - Microsoft Windows Ev
@ [0  |1002797 - Database Server - My
@ |1002798 - Database Server - Pos.
@ 1002799 - Network Monitoring To..
@[] 1002300 - PBX Server - Asterisk
@ [0 |1002804 - Mail Server - Courier
@ O |1002807 - Webmail Client - Hord
@[] 1002809 - Mail Server - IMAPD
@[ |1002815 - Authentication Module.
@[] |1002817 - Authentication Tracking
@ 0 |1002819- FTP Server- ProFTPD.
@ [0  |1002823 - Application - Samba
@[] |1002824 - Solaris Auditing - Basi..
@] 1002828 - Appication - Secure S.
@ ]  |1002831 - Unix - Syslog
@0 |1002835 - Web Server - Web Acc

#x8

SEFREH
EFEEH
EFRES
EFREH
SEFREH
SEFREH
EFEEH
EFRES
EFREH
SEFREH
SEFREH
EFEEH
EFRES
EFREH
SEFREH
SEFREH
EFEEH
EFRES

FIEIT 7%
2010-03-19
2010-09-15
2010-07-14
2013-11-07
2010-07-14
2009-12-23
2010-08-25
2000-12-23
2000-12-23
2010-01-14
2009-12-23
2013-01-09
2010-02-24
2010-01-14
2010-09-15
2009-12-23
2013-01-09
2011-07-13
2014-02-12

Fr el
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(3) B 2Tl AR — L DIER
FHANS LD T m AL — L IR L E T,

Tha)FMIERIL-IL (ST - | (ST - [Q = [ ~]
CFa - | [ b S | Bosas—t - | BrEo-a | g

B L eka T Mo... el HED Ty ..

ST A A UAHZTAT LB - A)

==

WHF LX) T o BERHO T T 43R E
[ 27 | N— VDA RTEEELFT,

—8 || T | FRAL || AFal || BUETHSR

— BT
BT I windows145 A~ 25 BES R (1D4265) I
SHA:
&|-Agent/Appliance) {— 3552 8.0.0.0
£]-Managen {— = 6.0.0
(a7 57|

51)) Windows ¥ 2UT 4 AR TARU B 1D4625 D3FAEUESICHRAaSE £,
XID4625 FENIEEE DX 2V T /B /L — /L 11002795-Maicrosoft Windows Events 128 ATV ET,

T T —k i HAZ A (XML)
g T XML AT CRER L £,
FLUIANTESIBLIIZE N,

R 3l
{group name="eventid”>
<rule id="100000" level="10">
{category>windows</category>
<id>4625</id>
{description>a "4 2B < /description>
</rule>
</group>
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2 windowsO4 A > %BER (ID4265) FOJ{F 1 - Internet Explorer E‘Eﬁ
[®) https://dss.securityplus.jp/com.trendmicro.ds.laginspection--LogInspectionRulePropertic ﬁﬂﬂ%ﬂ)I;J

=% | Ty | IEL | AP | EUETHE
rFodl—t
O gF)L—

® HRAL (XML

raTL
<group name="eventid">
<rule id="100000" lewel="10">
<category>windows</category>
<id»4625</id>
<descriptions14A L El</description>

</rule>
</group>
Feutil s
[Z7ANET |

TrANDBIMEI) 7 U TERR R 7 7 AN R ELET,
T7A N ) Security MEET 7 ANERFETEIET,
VB SUT T 7 ANEA T R ELET,

—iF || Ty el || AFal | BWETHS

r=2zil:
Security eventlog ﬂ HllRs
el miEhn

AV ENT

T =R ZON— K TAR MRS SN AN T 7 —NCTF =/ 52 T 7—MNEMEITAET,
&P OTT—NEBERE T T—h %%M%bhéi%&%ﬁ&ﬁb&ﬁ

X EZTOK 27V 7T HZETH LWL — L AMERSIVET,

=82 || 3TN | Dell | AFialy | B THS

l

[Fs-t
SO =T £ TR R RSN Ss T —t

B TS FERE: o (4) [v|

(6) X2V T AT BN — NV OfERR R
BILAER LT — VT = 7 D3 DN TG EID S TSIV A N2> TOET,
NN E A 2 — 2R U THRE T DI, V= A2V 7T [FasT o] 270y 7 ET,
=V T a— N VICHRE T DITIE, V= EE 7Yy LT [TanT gy (Zua— )] 270y 70U ET,
X — N THRELTIZG AL, ZONL— LV EFHL TS T R TOMORI Y —BL N B a—ZZE HRNEDN
BHINET,
REEHE T 5121, TOKJZ 7Yy 7 L TLIZEWN,
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9.5. EX2UTFT/aFEHRHAH

X2V T AT RN — VRO, HEEL WA BLISG S, EFa )T n R~ L TRER L £,

X T AR R 2 T
PIHME CITEEE S (6) L EOLAITA UL CGEgkL £,

I R

EEED AT

Agent/Appliance -~ - ROEEEL FOIBEIC, L FE Syslogl T §1% o (6)
#E:

Agent/Appliance -~ - ROEEEL FOIBESIC. AL FEERLT | #5% o (8) |
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ZEHEEARA b

o m= i | [t
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D wenlaz—ay ) B2
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@ BAB BET | Gkt - gesssm . [EL

% EHEER B~ T2 L] el HIGE] sl
o
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AN S T NIV 7 HEFMPERSNET

—k A
r— e ~
BEI): 2014-07-15 08:58:08
TEa-A 2002r2
A~ bE(ETT: Agent
IBH: 1002795 - Microsoft Windows Events
SHER: Multiple Windows Logon Failures
S 50 = EETFE « EEE = 1 x50
BEE = (10)
)= windows,authentication_failures,
SOS5 LA
b WinEviLog® Security: AUDIT_FAILURE{4625)
Microsoft-Windows-Security-Auditing: {no user):
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9.6. EX2UT/ulERTIT— EM
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10. RFNOTFVr—av B8R [TV r—varvarba—u]
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10.2. 7SV r—avarha— VS RE DRER
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