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Service Vendor Expiration Date® Status Acrtions
Mobile Device Management  i3Systems Inc. Apr 29, 2015 Active 0 m
Mobile Device Management  i35ystems Inc. May 1,2014 rRevoked O (ERD

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

32



https://identity.apple.com/pushcert

VBBSS 2—F—HAK  version 2.42

(3 HFFE N F RSN HA 1411 have read and agree to these terms and conditions. | IZF = 7% Ail
[Accept | B2V 7 LET,

Apple Push Certificates Portal masinameniccoys

Terms of Use

PLEASE READ THE FOLLOWING LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY BEFORE ﬁ
DOVWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS CONSTITUTE A
LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement
(for companies deploying mobile device management for iOS andior S X products)

Purpose

Your campany, organization or educational institution would like to use the MDM Certificates (as defined
below) ta enable You to either deploy a third-parly commercial, enterprise server software product far mobile
device management of iOS andior OS X products, or deploy Your own internal mobile device management
for iOS and/or OSX products within Your company, organization or educational insfitution. Apple is willing to
grant You 2 limited license to use the MDM Cerlificates as permitted herein on the terms and conditions set
forth in this Agreement.

1. Accepting this Agreement; Definitions

1.1 Acceptance

In order to use the MDM Certificates and related semvices, You must first agree to this License Agreement If
You do not or cannot agree to this License Agreement, You are not permitted to use the MDM Certificates or
related senvices. Do not download or use the MDM Certificates or any related services in that case

I | have read and agree to these terms and conditions.

Printable Version >

(1) Fvrm—RL7z CSR 77 A/VARIRL | TUpload ) 22y 7 LET,
Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

74V EIR | CSR _signe . Micro b64

(5) APNs FEBHEMERRINVEL T2, [Download | #2771, cer 77 ANEZ 7 a—RLTLTZEN,

Apple Push Certificates Portal

Confirmation

You have successfully created a new push certificate with the following information:

Service  Mobile Device Management
Vendor  Trend Micro Incorporated (Ent)
Expiration Date  Jul 23, 2015

Manage Certificates

33




VBBSS 2—F—HAK  version 2.42

(6) FllE 3. FHLa Y — M TH I a—R LTz cer 77 ANET v 7 a—RLET,
AEAEAERL T 272D AL 72 Apple ID #F8ELE T,

TrANEERRIE | TAPNs GEFIEOT v 70 —R |27y 7L E T,

FlEs. APNsEEAE® 7w 70— FLET

SRS EIER T S e CER LicApple IDESEL T, HEEEE (MDM_ Trend Micro Incorporated (Ent)_Cerlificate.pem) 7y 70— FLET,

Apple 1D: H

O s a e T S Imn ICEE LizApple IDEIZELTLUEEL,

SEEAS: T7 A ILOnER..

APNssFERE D w FO— R

(7) APNs SFBHEBR N TE T L. 10S O M NI WELT-,
BRERRIT PR > TN AR ER TE LD . BERSI TS APNs BFFEOS Y7 L ER- UID, A2 IR/ S 2R T
=FET,

Apple Push Notification ServicesERIE

0S5/ ADEIRIC(Z. BILAPNs (Apple Push Notification Service) SIEASHMET Y. SHLIIAS

HE: D)L (A — ESRATF 1 UT« U — EATIHRSOEHEABI NS IERC A — ) LEAEES

L Eo==

UFINES T80abdcdf28e4d1

UiD com.apple. mgmt.External.
FEIHEAE 20195F098108

$¢Android/iOS ~DA 2 Ah—/UEFZ T FFREEAE ) 3 RENFE 728, [Android BIOVIOS T34 AT O A
TR E | DOIAS ALY, LHEEETDHIELAHETT,

WAPNs FEBIEIZB T 2@

APNs GEIZEO R 2@ ML, L FOEAICIThET,

* APNs GEBHEOH ZHIIBRA A WTWAHIE (30 AR, 14 A AT, 7 BT, 3 A Al
- APNs GEBHE DA NI RS Bl 7

- APNs REFIZEDHIFRS L7 s

- APNs RIEFEN R L 7= RE

SORATE B > WA > ZEHE TREL TVDA— /LT RUANKEFEINET,

34




VBBSS 2—F—HAK  version 2.42

2.13. (OS)URL V> 7Z# AW AV Ab—VFIE (=—T = b Ver2.0)

i0S =—V 2 h(N—Var 2.0 HEEE 2024 4E 4 A 22 HUBT Y75 —h&VELT-,

iOS [A)i 7 VBBSS = — = MI7T a7 7 AV ELUTIRMEL TWVELED, i —Y = MIT7T VL TR &N £,
Ve —btay 772 E 5 MDM BEEEICIN A, RIEZR Web A NCARIERT TV E L OB RS FEhi =721 589
2720 Ed,

Ere T RE
-Web LB 27—
~ Wi-Fi {3
e

- RE~YH—
- :E/M’/l/fﬁi"é

XIFGAT U NCONEE
(1) A= VEET A Ah— L URL £721% QR 2 —RZHFEL TEE W,
(2)i0S EHeD T T TA L Ah—/L URL Vo7& BI&EET, (I0S ~DA LV AN—/UITFRGFa— R AN ETT, )

AT

RO LES ) w L, FBCE > TEFI VT IS MEA AL T RE
LA

hitp:fhafhis- sve-nabu trendmicro.comtib s-sveldownl o adijaiiewiact

id=0rzhFxDa8K% 2BsRaZ4 gy MR cntoMJa% 2B ogYBSPMLIGUHO VMW o duwg D9 G

Reild— R (i0sE8RA APTRzPa3
Uz 2B LU0 — FOEFhERIR: 20195F07 A11H 12:47:12

B)FRAEA— R ZROON TG EITRERET — R 2 A LIRHT I 24y 7 LET,

DNAIASZ— IR AEF1) T H—ER

SiRpEA—
AL, [Ff’l]’"’

\2r'

(4) SEHFFRE DR A 2R LT, S D123, TRE 2122y 7 LET,
fEFIRF RIS

ITARTOREE %#Uﬁ?’ékti ERFERNAE R
BT ARENHDET

35




VBBSS 2—F—HAK  version 2.42

(5) e 11227 LET,

WEI =% hOF T O— K
DEFMNTES. BT £ J7’

(6) IHeAT 125 AL FF 1 22y 7 LET,

ZOWebY+ FEWETOZ 7 A ILES
TyA—RFLESELTVWET, FAL
FFTH?

5. "FFVDA VAR ORYTFvTT (>
%F 'siness
6. Mo a7 71 ILH
govn—REhxELE

TO77ANEA VAT BIIBRE
77 TEBHRL TS,

FU3

(1) ZDHEDIEENENEIRSNET,

BEZO7 71LDA 2 A M—ILO¥

13 T/\‘fZ(D T®E, EREET,

2. g, =®E

3. JlgT}IRPNt'r)\‘(Z’“EJ el "TIAREHR) %

4. "AVZAKN=)by ZFYTL, FEICHE>TTO
TF7ANEAVRAR=ILULTLEE WY,

5. "PT7YUDAYAK—I) ORYTPYTT 1>
AK—JLy &% v 7 L. Mobile Security for Business
EAVAR—ILLE

6. Mobile Security for Business’ HExY.

(8)i0S DFERET 7V LEL , —ft > VPN &T NARE A EET,
[Trend Micro Worry—Free Business Security Service | ZBl&£9,

{ — VPN & F/\1 A EE
B v~ i

BBRFELEEROT A N THA VA
LediEan.

FovO—KEHZTOT 71

@ Trend Micro Worry-Free Busines...

36




VBBSS 2—PF—XHAR

version 2.42

(DAL A= "M T LUET,

*rvel AN

Trend Micro Worry-Free Business
Security Services

wfbs-sve.trendmicro.com
“xvs

POENALTIOr AEE
EAE (2)

B

FovO—REHZTO7 71 ILEHIER

(10) 734 Z(108) D/IAA—R AN 2 sROLNT S B I AT LTS,

IRAa—KZEAA Frrtl

A —RzAH

OO0 OO0 O0oOo

QD) EATTABEEII AL A=V | B2 T UET,

Frrel BE 1Y AR=

AT I AEE

ZOZO7F7AINEA VYA M—ILT D

&, "https:/fwfbs-svc-nabu-mobile-
aal.trendmicro.com/mdm/command?
token=VMB1GCoutET72HJ96QokKYkhqgxea
1ZPYmW9in0_ot-
hC94p2n0ZmagjwBimbPIZDDdwhoeelaXLpr
pl2XdJNP-0ovWfTmPQO_Qp-
WAQDnetdA%3D&gid=0&sys=ios&ticket=17
13946128233_30430667663571" DEE
EHBEVDiPhonez VU E—FTHETES
&SIEBDET,

BEEElC., BEVOiPhone EOEABEDOR
£, FAU v ERESIROEM/HIR. 7
TUDAYAM—LEE[—BEXR. B8&T
T—YDUE-—MEEEFTLET,

(12)HATT2H I MEEI 22y T LET,

1392 B

Eh YE—FTR—IAV S

&D oTATFAILORHETEEELTIO
iPhone & U E— BRI EFRLETH?

TR MR
£ FvrEll 5] B
) e T

37




VBBSS 2—F—XHAR  version 2.42

(13) [T 1&&Zy7FLET, i0S Fa77AA/LDA L AN—/L 355 T LELTZ,

VA R—ILET

Trend Micro Worry-Free Business
Security Services

wfbs-svc.trendmicro.com
v

ENA T I AEE
HEHE (2)

B

(1) FNTT VDAL A= VT LT T BIDIN AV A=V | B Z T L FET,

E F7UDA VA M=)
“wfbs-svc-nabu-mobile-
aal.trendmicro.com” Ic & D App
Store 15 7 7'') “Mobile Security
HhE for Business” #'f ¥ Z h—JL&h,
HFEIhZEY.
HEWDIiTunesPhI Y M@ ZDFP 7Y
ORERBEZhIELA.

Frrtll A2AN=

(15) 77V (Mobile Security) ZBiE%14",

5

Mobile Security

(16) ARSI FF Al ) 22 7 L TLIESNY,

“"Mobile Security” @M%
REELET. LBLVTITH?
BAGER, FEAR, HYVE, P2
Iy SHRIATE BEIREMA B ET,

BEAER EE TRETEET,

(17) FLEAE A H OFF AT
(7 7 VOFE R AR 1 22y 7 LET,

77U oERPEEET

5 o= Pl S

38




VBBSS 2—F—XHAR  version 2.42

(18) TWeb L' o2T7 —v gy | Ama—% & VPN 24 L CAV AR—/L5E T TY,

WeblL EaF—3> 9

39




VBBSS 2—F—HAK  version 2.42

2.14. (i0S) APNs sEFHEZEOFH FIE

APNs ZFBHEOHEHIT. Web BHlaL YV — LD FEROFIETITHIZENTEET,
()P — T 7 EALET,
(2) B> [E/ AT A 2B E] >[APNs FERRHEFEH1Z2 7V 7L F,

FMEZHE > TREWI E EHER 21T > TLIZS N,

< B)IAITI A ABEEE

Apple Push Notification Servicesll BEE D EF
FIE1. Trend Micro Certificate Signing Request (CSR)&4 O >»O—FLET

Trend Micro CSRDA 20—

FIE2. Apple Push Notification Service (APNs) SITBEE#EHLET

1. Apple Push Certificate Portal (https://identity.apple.com/pushcert) (7 Z1ZA L Apple IDTU - 2«2 L. HEASEERLET.
2 EFTSHBESENERE I IEZOUVILET.

IEMLET. 2OUVOLET.

4 ELFHMHDCSR (CSR_signed_by_TrendMicro.b64) 27w JO— L T. SASEEHLET.

5. Apple Push Certificates Portal 3 SEERAEE 49 70— FLET.

FlE3. APNsiEEAZEE Py IO FUET

£FEREE (MDM_ Trend Micro Incorporated (Ent)_Certificate pem) £ 7w JO— R LET.

SRS | T -TILOER..

KT EEFEOGEAELZEFH L TV, [Create a Certificate] THIEUA/EMRLIZZEFAZEL T v 70 —RL-EA .
BEE DT RTD 0SS TARAATT BT 7 A VDAL A= )L PRI 720 F 9,

40




VBBSS 2—F—HAK  version 2.42

2.15. (iOS) APNs FEBHEDOHIER,EZh L

APNs FEFAEOHIER/BADONT OO BIEEITIE, b — DI TA T D@ /VE— MR EIX TR0
F9, FAEBAEOHIFRIIE oY —unn, #R{KiE Apple Push Certificate Portal 23547528 NTEE9,

APNs FEBHZOHIRIL TR FIETITHIZENTEET,
) — T B ALET,
LEH] > [BANANT ASARBERE] > GEHEZEOHIR] 227w 7L ET,

APNs FEMIEOELIT FEEOFIETITIZLA TETET,
+Apple Push Certificate Portal |27 27®AL, v/ A LET,
LU OFEREEZRFEL ., [Revokel &7V 7 LET,
MAEEN B LENLSETIC 24 FeRREELET,

41




VBBSS 2—F—HAK  version 2.42

3. 7oA A—/VEB

T oA AN— T OWTE WL ET,

3.1. Windows D7 A AM—/VFJE

(1) BHE= Y —VhBIEEHIT AV A=V T B5E
B — VIS T A ANV EEfE T A AT LT OFNETITWET,

QEHa Y — LD X T4 —z M —EDBX RO Windows 7547 @R L E,
QAT > X2 )T AT "D T AV AN—)V | 38R E, [T oAV A=V | 7)o I L ET,

[ — . =, = - — __
v/ A IR SATORF—HZ - ULT e
TFRIUFsI—TT M0
+ TFzUFsI-—DInbOBRN & BE - S RUI—OBE | G 25 - I .
s IVEARAVR L Sl # IOAR—h R
L1 takoyaki Wi &Y P — 3.00
- i 3.00
L1 sf-pro i _—
L1 njcO4-PC whhss04 Wi e 3.00
njc03-PC whhss03 Wi 3.00
= =87, — T
L1 njc02-PC whhss02 i 3.00
_ | EFRIUFA I MDA e A
L1 njcO1-FC whhss01 Wi 3.00

QT v ALV AN—VERZAIL 7 IZDONT

T ARSI TE A ) — AT A AR AT IATONEE A, BRI Y —ANBT AV A=V 1%
M TAT VNN EA — TR L XA T T AL U T AV AN T E T,

K DOEA Sy

42




VBBSS 2—F—HAK  version 2.42

@) IFAT U MUTT VAV ANV BB E

DOWindows D7 07T LLEERE] A FELENIL £9,
@I Trend Micro Security Agent | ZEINL T AL AN— LB EIRTEHLET AL AN— LN EED £,

B ESRIALFIUTAHSAT7 S bOEY M PY T == ==

ES R AR T 51 T MERBRL TS @ TREND

EI AT UT 05 P PERBRL TOE T LSS5 RS

AT =8

<FaE) R >

QR EBOEENE RSN AL, [OKIEZIVY I LT VAL AN—VE T 1, T FEEIL TES 0,
[ b atE1UT A 5547 b2 A h—SiEE e |

AT LRI TR CE IR T &G Dr- L FEE T 2
%, TPyl TERYS.LENEO D, FRiTH0ES
3. TobPoESE T 93 ARanp B NS

a

oK (0)

@T AV A=A T LELTeEFRSNIZD 5B T 127y 7L TR TLET S,

M SRR FI VT ST F L OBy R T =)

FoAD AR - TLELE

TR RN LT, SO0 EOER TR E D,

=0 el

LI EC Windows ZI7A T "D T A AN—UIL58 T &0 E7,

43




VBBSS 2—F—HAK  version 2.42

3.2. Mac OT7 AV A—/VFIJE

(1) B Y — VOB ID Y — VAR E T,
V=V DRX—UNAEETDOTT A AN—T Mac) DI X7 a—R &0y 7LET,

BE =)L
—HRERE EBv—JL
BT AR OJ1¥2IUT bowy bFyT
ZoY—ILEERLT. Sy FI7 ALY )05 2 22UT HSElL. B

#5 T3 B MRy R TS

THRAFaAUF U —EATERENTL
j TR ATFa T OSAF M

2. FOI > r

Active DirectoryExE

Smart Protection Network

EiEF—a/CAT—k

Y-l « MacARL—F 4 LIS AF AN SETRATFIUF 44
W
S AT e b 7)”(/7\"—' F9,

V=ILDA D O0—F == I
SRS

Webd ) —JLEE
T FRA > by —)L

(2) 77 ANZBIHER D R RSN G AR 7 7 AN R F T D1 2T 2y 7 LTOKI 227V 7 L TLTEEN,

® O 1 WFBS-SVC_Agent_Uninstaller.pkg.zip <

ROZFAIERTSELTVET:
/| WFBS-SVC_Agent_Uninstaller.pkg.zip

7 7 ILOEE: Document (67.5 KB)
7 7 ILOEFT hups:/ /wfbs-svc-nabu.trendmicro.com

ZOZFANEEDLSCLET ENRBATIIEZ

(P FUsr—2a3>TH<:| Archive Utility (FZ L) 3|

&) 77 ANERET B

[ & OBEHO T 7 ILIZERICAET B

E=

B) T oA A= NT Ol T ENE T n—RENET,
oo —RLi=T v A A=)V oRlr— 7 7 A )L (WFRM-SVC_Agent_Uninstaller.pkg) 27V 7L TT A Ah—
IWEATOET, 1D Mac TT U AL A= VEITHGAIL, 28 —L THER Mac _E T/l I0%85 2170 TLIEEY,

‘@00 @ yovo-k
<> (Q

£<@SHEE
35 Dropbox
B wraztn
@ AirDrop
N PIUT—vay
e &1 S
5 &8
[© 5550+ |
B a-g-
=1y
Eo2F v
s
] 7552000806
0 3xT..
FIAR
. D UE-bF<RY

44




VBBSS

2P —XHAR

version 2.42

(4) 7oA A=V ERUT DG A T D 1227y 7L TLIZS Y,

SONVT—IR, YVILDIPEAIAR-IN
TEBNESHEYHTITOISLERTLE
ER

COIVE21-9DEF21UTrEREIDICIE, DIE
WTESRBTOTOISAOY TR T 7OBERFL |
1201 YAR—WLICD LTI REL, COYTRIT?
DOEH{TOEFREERETELVESERE, "Frye'E
DUYDILT, TOTSLORGEY T RITFDLIR

R ERE LTI,

[ *#vver ||[ ®B3 |

(B) 7oAV AN—T s AN B E9,
ool T2 1527w 7 LU TLIEEY,

8006

‘e Trend Micro Security Unii DA A=k a

& i2lsIc

e TYAR—IL
o B

#9, TREND

® YA JLEDRR | Micro Security®F v YA M —ILKBERFRIC OWT 2EALET.,
® VA — LOMES

&35 &% Trend Micro Security Uninstaller 22 k—3~

Trend Micro Security 7 >« ¥ A h—IL7OY T L& 3 T %, Trend

(6) A A=V %)y 7 L TLIZEN,

800

‘@ Trend Micro Security Unif DAIAR—I a8

0 12UsHIC

0 1 YAR—ILEDER
8 1 YA~ )LOES

o TYAR—I
® #iE

“Macintosh HD"ICH#R# 4 X h—IL

T4 AT"Macintosh HD"ICC DY T +D T P EHHEA
JAR-NIBEE A YAR-NWVEIVYILTL
1ZEN,

ES =

45




VBBSS 2—F—HAK  version 2.42

(D AL A= N A OB P FRSNIHETIL, BEE DAL NSAT =R 2 AR TN =T A A=) | %

VAP435

q TUAR=5 (F. HLWYILIIFZEAVAR=-ILESEL
o TUWET, CNEFATIICE, NAT—FEADLTEE

lﬂ LYa

27 © || admin| |
NRADT—F l‘ll.lll. |

[#vven | [[YIrozFEYAR-L ||

8) 7oA A= ZBMRL £, LIXBBRHHTZEN,

‘noeo & Trend Micro Security Uni DA VA= a8

Trend Micro Security Uninstaller @2 k—Jl

aFLsic

6 1 YA —JLEORR
o 1Y AL—LOFER
e 1YAR=)

® B
Ry r—F27) 7 S ERTH..

| ]

YA LDERDEM 1 3RE

b
TREN
@ LU - E‘ E3 [ PE]

(9) 7oA A=V B L E LT E R ENTH AL D 127w 7L E T,

ANO & Trend Micro Security Uninstaller @-f 22 k—JL
AVAR=ILHBERIERT LE UL,

o RRUBI
O o ¥ A b—ILEOER

6 A YR k—ILOER

O A¥A L= 0

o BE

PoAYAN—JLICERIILEL

YIZ LIz FPHRERKFYI YA b—ILEnE L.

®) TREND

E3 )| B3 )

46




VBBSS 2—F—HAK  version 2.42

(10) &= — )L EVEY Mac 7947 M BIRLE,

OFHA Y =N OI X2 T 42—V = b —FPDR GO Mac 7747 M @IRLET,
@47 >T2HX 2T A=V = MDT AV A=)V | &8 I%  [T oA A=V | &)y I L ET,

KWindows &F700 Mac (IT7 v A A=V L THE B Y — L LOHIRENZe N8

+ tFIUFT-TIvhOEN || @ B - | G AUr—0BT

[m] IR =
| L1 njc03-PC vhbss03
L1 hacBook-Air htac

[ L1 njcO1-PC whh=s01
[ L1 njcd2-PC whhss02
[ L1 njc04-PC whhes04

L ETMac 79AT L bDT oAV AN—=)UTFE T E720ET,

E.

g #3245 -

Q

THAF—

ST P wIFE—

FEAL—T IR

TFa T I =2 o O e A s

47




VBBSS 2—F—HAK  version 2.42

3.3. Android ®7 A A—/VFEIA

KRR/ — T a ATV LI TR RGP DY ET,

T A ARV RNAITLL T YA e THERRLTZE 0,
X 2VT g =—V 2 DT A A= L FIE (Android F /31 R)
https://success.trendmicro.com/ja—JP/solution/KA-0007052

48



https://success.trendmicro.com/ja-JP/solution/KA-0007052

VBBSS 2—F—HAK  version 2.42

3.4. i0S OT v A Ah—/VFE

(1) BHE= Y —VhBIEEHIT AV A=V T B5E

B — VIS T A ANV E EfE T A AT LT OFNETITWET,

OEFEHa Y — DX T4 = b —ENEXRDIOS VT, T L aBiRLET,
QAT > TX 2 )T AT "D T AV A=)V | B8R E, [T oAV A=V |7 7 L FET,

g 525 -

TRl T2AR—b 4

[ wvakisoh 5

FEII—FICEEE

THFaI T I 2L FOF A A =)

KT A A=V ELTHE IOS WARNSRIRE 7 a7 7 A LV INHI RSN ET,

PLETI0OS V94TV DT A A=) WIS T 0 ET,

49




VBBSS 2—F—HAK  version 2.42

Q) ISAT MU T VAV AN— LT BEES

(D08 SR DK IE > — i > 7 a7 7 A /L% %X Trend Micro Worry-Free Z & %7,

@ Trend Micro Worry-Free B...

General Configuration
trendmicro.com

Q)T oA AN= VT BEET THIER 2707 ET,

Trend Micro Worry-Free...
@ G REEFHH HIER

e
FEMD  wibs-sve trendmicro.com
B{EE 2014/07/23

AE 2 EER
FI TN RER

(3) TNARAD/SAA—R A% ROBINTG G T Aa— R AL TLIEE Y,

RAI—FEAD

(4) THIBR )22V 2 LETS,

707 71 L ZHER

Zo7O077AIVEHIRT &, HiE
WOiPhone DEREHNEEENE Y,

vt HUBR

PLETIOS V94T bDT A AR—)UIT5E T 720 ET,

50




VBBSS 2—F—HAK  version 2.42

4. IFAT VM A—T R

DIAT V" A=V RBIZ DWW TEHAWEZLET,

4.1. (Windows) ZFAT Ve A AV BT AREDFIE

XIFAT N COVEZE

AA=VR (T AR =R\ 77 v 7) ZATHHNT VBBSS [EAEHRI VT 21TV ET,

JEBHH D~ 2% PC € Windows ¥y M DU ZATHRNTFATLTTES U,

SEBIRTICEAF RE VT LW EE oY —)L ETat’—<3 U A ELGER T, EFICEELEE A,

& A &2V 7> — 1 (ImageCloningSetup Too ) [T B — )L DAF L >V — L > A A= o T o 7Y — v
JuF o e—RLET,

(1) =A% PC I1ZT ImageCloningSetupTool.exe ZE{TL ., ME IR RINDIERIZHEVET,
B (A-viESy Py Ty-)L b

T T(T -V A OIS L ERE ST L2 A b —DERE R TS, [T A
UDEEE] EOULOLET.

Lz A FADEE ¥l

% i-vESEyTy -l X

@ LA IS - DIEDERITE T LELE

T FEEM A-URPERLTALSTEE T TPl M EfREEEh T v, 7%
AT T b = L - PEIEE T ERLIR0TE T,

(2) A% PC &L v M %%, BEIEEEIT-> TLIEE N, (@t —< ECRABERPFAERSINET, )
VBBSS EA G HAZV T+ ARIZEBL CLES723H AL, 2™ —<32 > T ImageCloningSetupTool %#3f7L T<
7EEW, EAEHRNZVT 4, OS FEENZ IZE A 1H H® ARSIV ET,

51




VBBSS 2—F—HAK  version 2.42

5. BHa Y — VHEE

B — T OW TV LET,

51. F#Eayy—n

ZELVSBETRBI L, B oL Y — L DA~V T (2 T AaL) I0F U TA 0~V T o THERLSITE N,

FTA T

BLNRNRRT—- EYRAEE1YF1+H=ER" © naoucnn | 0

HAEBWTCWAR—IC 54T A~ LT

? vbbss TATDHRF—FA ~ allvle
TAINAFESNIZEDFAET I UT D51 72 ks 4571 vbbss)
E #27 ~ (SR « 4
IVRRA>k 2 SR B AIEDERAR P47 RLA IPv6? RLLA  ARL—FT1 247
O njco1-PC vbbss01 Windows = 7227cs% 192.168.1.108 - Win 7 Service Pac

B Y — LTI RRA DR ERT AN ARG — AFGHRIREZ T RV —REZATIRE T RRA D

X2 U7 R EBE — St B CE E T, AL Ry Y — 22 HE RS AL TV 20 Windows, 27747 RS2 Mac, Android
ARG A =Ry MRS TOFUR IRREZAEIR TAZENTEET, W OLE O Y — L& R TH A— T
KOWBFEREZAT> TR, X 2T 1BV ANV ABRBRKI 8 OFREIEAE LTS A B HE ~A— /L& 18
T HIENTEET,

THI NGRS T A= NDOuag A URL V7% 7)oy 7§ AL E o — )Ll E A& £,
THT NG T A= VRIS TODT T "N OVRART —RE AL TCal Ao 27w 7 L TLIEEN,
XKD TrT AT AGE RN SAT —RREEZITVET,

52




VBBSS 2—F—HAK  version 2.42

5.2. /A #OHEE

QAT HER Y 2R —ROHEIZRDET,
AT A A=a—PELESILTERY, —& EORE 3 KijE 27Uy 3587 A3 DA=a—4 PERRSNET,

V1WA~
FiaE

<THLHZLENTEET,

FEICIE R AR RRRSNET,

B AT HENIUDIT Ay —VEFRLET,

BReT v 7T — b oL DR | Ayt — VA RARLET,
ZNENXTHLAIENTE, ~LT (2) DO HERSEHIELTEET,

l’.f,bz"izg_ EV*Z‘E#J'J'J_'{‘J'—EZ“ (D) 14:35 UTC+09:00 © | & Wippondimukityoukane
(& Cabic

AN ES— DR IrF I U T - B ETAANEREE IR LS TEVEY. CHRMBCER T AOBRESEL TSV

L tFaussz—ozt

& [ e RN s it s Sl )] AR —@IE Active Directory#T (Active Etotilon E]
A=RP=L b traurcgraez | DreconAERREORS) = s BT
Ao \J/ o UFr FOERD LT, BELEARCE Active Directory CHEREEE “ ArFIUF -
| BIYFAA Y N ERE BLTC RSN, FhR % I 0U) s AL T TEAT2DMECET
FEEMIC. TraluF F. AN 2D O T UF T—2T S, ATA N
© Lot—r T P EA T I TEIRRA LR R FOEEERS AT TS SRR
F—L LTS o DREEEET ICE. &ET. Hle bEau 7.
Q oz DA P—SEI L R AU —FERL TS FAT DT M
:  MEEES D YO- R =l A b= ENTVRAT
THED, 1T W R MR T B
£y == T R—SOUYSEEE CEETETT.
TEIEETEET.
TFEIUF T b2 2, L2 — B (7 O 2, (AR
=l ~ Active DirectonFL S EHHCTD A ST ERET D

° BRI DA, BEADTY R MRS h T ES,

O /i A= —

By aR—R BHL QDU RRA IO X2V T REEN— H TN ET
VPN E S END TURRAROBIN, HIFR, —EER, T N—T ORI —RERE
Ze— TURBRALMIBZ A LTINS —FADNOR A MR CEET

R — TRTOEX 2T ==V NSNS 10— VLR ECBRINVR E
LAR—h TR ST B O B L FE A TSR CE D PDF LAR—MeARERR L £

=574 BHX 2V TAVRTZ ORI T v 77 — MR OHER

B BHERERLT SN RE D—fRERE Y — N DF T m—RpE

53




VBBSS 2—F—HAK  version 2.42

6. X aih—K

2 a2l —RIZ OV THALET,

6.1. FoaR—KRu Y=y MEE

W7DYvavtoR—
BEEE I RVEMR DT DB EZRDDHARXUINFRREINET, BEOZRNEXITLERMIIHY EH A,
BEWVDOZURFAMNIFRESNTNET, 1&72), BENEAETHEELE At —URERINET,

W=7 VAR OR
RSB E A 5 | R E IR P (K 60 HEDICE OB B E B2 O RALET,

WG DR H 2
ZOUAY =y NI ORI O EEZSRMEL | BT v RTESWTRIHEZ L ET,

WX == FDART—H A
Fv NI =7 EOEXa )T 4=V NOBEE T v 7 T — MR O E S R S E T,

WA ARAT—HA
BHDOTA v AMEREY — DO AR MR THIENTEET,

Az UF s UZ 2ot A=z -
1= | — —
@ 0« 1o M 0 @
ERHITRR Y smaEm KUz —EE
oA #220 DEEIR HREE IR b A
URLZ-1)l% [}

FHARI FO=N

o a8 o o

0
AR L T o
0

FFUr—23%a% 0=

FEERERI DTS AF0EE - T2 Fs ISz hDRF—FR
0 sm TTCRE - 15 eFaursI-—sxk
Web o S =L TP ANDT Y T — MEE 7
] 14 =zazrezm—n
&) ssormRm 0 ATS A 7
@ A=l o G — L P AINGT Y T — HEE 0
D 1 ESAAUFSAR
@ Wb LA L= 0 = 0
O-AERFFY FI—2 FS ]
@ St TS +AFFIUF s T2 bEN @ DA -1 b RF - FAORE

[y aR—FR] BEEICERSNAIEROFHFEREIL. oo ar eI 20ES, — I, 1 5~10 SRR T
T, FEOIEREFE CEHTAIT, TIUFCEREFELET,

54




VBBSS 2—F—HAK  version 2.42

6.2. X 2UTAVRIDORKRHE

BN —E R T LR LTI BB O AR T T T N AR R TEET,
MR/ 7 T7FR

@ LEIDE
TAIWAR)RIET AT T, AT =T /T —7 2T  Web LE 2T —3 g Ry NI —7 07 AL A

@ RINDOE
ZENEEL, Ml

@RV —ET

URL 74V# | TR3fRarba—b AERIFEX ORISR, 77V —rvararba—L

(1) B DM E R T DI L& a2 7o/ UET,

T UT U ADOEHE

=™
@ 3 1 4 343% O + 100% O & 100%
ELADER FHADER RUZ—ER

A DR SEERF =L A >
DAILAARETOTS A 1]
AIADITVI—ITF 2
Webl a1 F—-Z3 1
Fy FI-2TAILA 0

(2) ZURARAV N CTRHESNIZE B O —EBLOGEMZ MR T 5208 TEET,
oo

TFIVT VADDEE (1) ~ B 87308 -

HEF + HFdu EFER 7 A0 AR IR
2018509866 10:55:10 AN AT FIIL—~—TLF HackingTools_Cain c¥program filks (xBE¥can¥y I5— FHELEER
20135035208 03:31:38 AIADI T —IITF HackingTools_Cain c¥program files (EERcar¥V..  T5— FEALEERE
2018038300 08:31:38 ZSADTTFIE L~ T Cookie_Zedo Cook ienjc 2 68@zedo coms BRI
2018508/308 08:31:38 AIADI T —IITF Cookie_Atw Cook ignjc 28682t walacom, EEl:
2015E035205 08.31:38 ZIA DT T~ T Cookie_ Conk Enje 28 8@adverts he o Bl
20155088158 15:28:17 A AT FIT—ITTF Cookie_Zedo Cookignic M@zedocom/” EElz

2018E08H 158 15:28:17 ANADT T —IT T Cookie_Profiling Cookenjc@casakmediacam/  BEIE
20155088158 15:28:17 A AT FIT—ITTF Cookie_DoubleClick Cook ignic M@daublkeclick net/ EElz

EBF08E -

whUe B

0

30

0

IRt

takoyaki
takoyaki
takoyaki

55




VBBSS

2P —XHAR

version 2.42

6.3. JRGLREEHI DR HEK

(1) BEGRE BB ORI R DO N Z GBI DITITRR IR IR T ISR END I T M A7) v 7 LR,

R

FEMNELLF A2 ZFa<7ES 0,

https://success.trendmicro.com/ja—JP/solution/KA-0006403

BEEIERI DAL

[y

i

Mieb

U= IR L2

O—-AlEkEsy FO—2 RS2

@K

(D Sl T sk

Q) BRHLTENBEZ R RLET,

& THZH—+
=] tF1UFr LOER RS
20188F035078 10:24:32 FIEURL Web
20184E037078 10:24:32 FIEURL Web

I7-1)LDJCAIURL
http://ca95-1.winshipway.com/favicon.ico

hitp//cad-1 winshipway.com/

BEGOEM -

TOTTRE - |

snzm

Jov s

Jov i

La—FR:1~2/ 2

FIAAR

sf-pro

stpra

2N

BEH

1

I

=3

T

56



https://success.trendmicro.com/ja-JP/solution/KA-0006403

VBBSS 2—F—HAK  version 2.42

6.4. X274 —T 2 FMDORT—H A

() RE—=2 DT v 7 T —bBLOTURRA L DA T TA LRI E MR TEET,

Tz U U ot B#0BM -
= X
@ 14 0 0
A R, FH DB S )

of 22 BB PSS ETY Bk L
URLZ1IL% a u]
FHA 2O Ol a ]
RS L a 0
FFMr—z3zan O o o
St T FOE wE0E[E - Tz FsI—T1 DA TF—53
0 S HAST ZEREELEE - 14 EFarUFqI—Trwh
&) ab a PR D FANDT Y FF— MR 5

[ 13 sz ryzrr—s
& ssorEm 0 ATSA 5
A=)l o J9— 2 I AINDPY P MR o

=T e
@ U= UL b Le— 32 a = 0
O—DILERidFY FD—F FSAF 0
@ b T e e 4+ tFaUF s T-Fon gl @ JnA - R RS2 ROHE

@) X2 T 4=V "B E I 7T D8 A A=)V FIEORIR B CHERE L FT,
B) Ty R =R NAT —=HADWER I I ) I T HE  IRE—=2 T AN B T DV DN =g R TEE
j‘o

D1WANARI= EJRAEF 1T+ Y=ER™ © 0BUTCEN @

d2R—A2 PDAT—H A

HTREEH0I M-+ MEETY.

i N—=3x

o1 LA
DANASE =TI 14.485.00
AR 8 —2 T 71 )L (Android) 265900
DTILABRT S (32EY 1) 10.000.0.1043
DANABRET LT (B4 w ) 10.000.0.1043
DALABET LT (Mac OS X, 64w ) 10.000.1040
HA—THU—SpwTIFUT L~ 1568
HA—SHU =TI (FIHILEE, 3289 ) 751072
HA—ZHU— T TT2 (FIHILEBE. 648V 1) 7.5.1072
IntelliTrapfAt) (45— 27 )l 1.537.00
IntelliTrap) $4 — I 7L 0.241.00
AR— T =Rl AT (328w ) 2.56.1004
A~ Mo — R IT 2 B4Ey ) 2561004
AR PRFFIT-TIV NSV T AL 14.495.00
EERSU— Ty TRSL/0(E2EW ) 1501023

57




VBBSS 2—F—HAK  version 2.42

6.5. I BV ADAT—HFA

(DRETA | AEEA LV AN— VSN T DE S E R CEE T,
WA TA B AU LAV A=A 2 DL IEFICEELR WG AR DY £T,

S LD FOHE AE0EM - TFIUFsI—Tr s bDAF—&F3
0 SWHAOT FEERLEE o 14 #FiUFsI—Frh
ieh a PR DT AINET Y I - R
[ 13 a7 ryFro—s
25 FEM 0 ATSA

SO IR A NBTY I R
[ 1 =eossz
Ua— )T A L—2 o &=

O-HLEERFY FD—2 RS ]

@@ 06
L
S
o

@ S L0 T PR + t=r 2 Usr T— 391 2 bl e Sl

A ADAT—EZ

Z— O BEER

58




VBBSS 2—F—HAK  version 2.42

7. X277 4=—T b

X2V TV MOV TCEHBILE T,

7.1. X2 VT4 —T D ERERE

X2 VT 4= = hDIBN (A AR—/L URL OFGROA L AN— L — D E 7 a—R)
*VBBSS DAL AR— L ENTWATURIRA L DO—EFR R
T N—T DB, TIN—TF ORI —HERE

I T A
= ° > N
TURARA L NEALTO BOTIAR—FBIT
— . VTR
SHR e = N ) N
W BRR OB AR TISAABALTD
N NN PAS ST e
VAR OZA 2t GI<T YT T —h
JE. = N N N — L
R SRAE Ik IIAT VDT A A=)
R = 2\
IEREE (Vs es
LUz rT—2r b = FRTOEF 22U I~ L nToRT 97 - 3T @
O TAtotFaUsI—v1. a8 | oo eT R ERLhe "q ¥
S i + U I gt B Fo-s0lsE [ -
R 4
TG ¥l ® IvRRek 55l R AF—FA1  AEOERER  X¥—hAFrST—YT it
FHHRGE n O njd3-PC whbss03 windows  ALF A SEHHT 15.168.00 ]
sz A o
O MacBook-Air hac hac AT ks 15.169.00
b DallesmsoRE
: = WIN-SS6EPLUMFEKH Windows  ASA2 Fakd 15.169.00
= mEnm) M- DAL R 5
: = WIN-GLBKWVIZVEPP arssene 175 windows  ALF A hc b g 15.168.00
= EZFEiFFIUFsH-EZ. 0
: o njed1-PC whbess1 Windows AT Taks 15.169.00

x

TURRA IO EFIR
Windows., Mac. Android, i0S & C—&IZFKRLE T,

BN AL~ A X
MAC 7 RL AR #EHr
: T HRARIRET A
IN—TaRRLET, 22— \ZRRT BN
IN—T LRI —REFTAET, AR X ET,
T RTCOEF 2T 4=~V h
FEN—T
Pr— N (IHIRE)
T A A (W E)

XTI N—T I TFE T N — T FICFE RS ET,

59




VBBSS 2—F—HAK  version 2.42

(D) FNDOH A< AR
BN\DH AL~ AR %77 LT — %%ﬂ—éﬁm\ THZEBIRL, [R1FE1 270 7L TLIEEN,

| TECERIIAEEELET:

w FATER
, =4 AEERES
| PUFELR WACT ELZ
IPVEF BL-A AL —F 1 AT
1 AF-HA F—FFOFV
BE{EAT -2 A
a4 LSAT DT
EEES Sl
Smart Protectiontf—E X @ FOPIAyT—TiEE
AR PAFT LTSI M-I 7l
BEAL TAIAINE = TFAI
DAILAREI DY FHIREORE
FHREOTT EEETORSE
EEREORT FH Ly 2T ERORE
PHL oy IERORT

oyl

Q) X2V o—V 2 N —ERR
—BERIRIZTIVERE BT AN TEET,
MEOMEREZ L T AL A TOTNAHT |2 H IR ELET,

tFEIUFrI—Txx b = GARCADTEF IV T -2 - FRTDRT S

Us g T b 14
O TAT@EEiUF I—T1.. (14 AU b

4 W FRAIL-F + t=Fa s T3 e Al wE B “Fo-0LmE E #=2 ~
) 3 T b =2 & RF—@A v HOOBEER
F WE 1
PR G o njels-FC whbsslF Windows A5 k=g
=t | ]
o MacBook-Air Mac Mac ASA Tsis
bT ZalomEoEs
= WIN-5SEEPUMFBKH windows A5 Tafs
= B I AR 8
= UIN-SLBKVEZVERP arcsenie 175 windows AL F- 2 Tsis
= EZFRimralssg-EZ. 0
o nje1-FC wbbssl1 Windows  ALS k=¥

L VI ONbE T SE e

OF VAT HEREZ AN H70121E, B Y — L O TVE L K0 — i B 2R IR £,
[TV RARALNDTSNAFTEHNT D) DF =% DT 7~ ERE AT (BITIEFTAEE) LT
MRAF) 22707 L TLTEEN,

e —REERTE

I BRA > DS AIATT

T =t g
ERCEL Gt CORERBEATEE . ESRALFIUTAHSAT Y MDA YR bR E R Web:

[ @8 = FmrrosmsEsmcTs |
T2 i D OB ALHGDE S R E LT, BSRAtEa UF e OS5 AT o -

EA

Active DirectoryDEETE | SRR | FeE |

Smart Protection Network
ESFALFIUFT 1 I54F7 > bOA A RILAU 2
BE—m) = P
SRR DALARAS— ESFREFAUTH-EXTE 1—HFlod D UEnEr g
Y=l TEFT-

U LOEERE | 30 BheETS (1~299) ()

Stz AER

60




VBBSS 2—F—HAK  version 2.42

@F AT AN LI FRITA L AR—/L URL Z &R DA AN—=FV 7 |2 LT Web A2 AR—/LZATHE
ALV AN VBRAGIRHIC T~ UAE R (BT ) AN Z RS 2L TEET KANBATEHVEE A,

61




VBBSS

2—F—XHAR  version 2.42

7.2, BX2 VT4 —V 2 M—EBOERBEEDRF

IvERA>br SN

3 njc01-PC vbbssi
3 njc02-PC vbbss02
3 njc03-PC vbbss03
3 njc04-PC vbbssdd

& REIDIERAE  IPvAZRL-A IPV6F ELA  ANL—TA M FZRATA  AT—HA  P—F74Fv¢  BEEATS
Windows  Eofts 192.168.1.108 - Win 7 Service Pack 1 AT x86 ES{ETESE
Windows ~ 29H&T 192.168.1.107 - Win 7 Service Pack 1 ATS | x86 ESETEER
Windows 2958 1921681108 - Win 7 Service Pack 1 A5 %86 ES{ETEEE
Windows = f2of% 1921681250 - Win 7 Service Pack 1 AT xB6 ESETEER

TURRAV N a2 — 242 FRLET,

TE¥H : Windows,”Mac,~ Android /i0S

= s a—PERRLET,

IPvd 7RUA MR NI —27 D IPvd TRV AR FRRLET,

IPv6 7R A MBS Ry NI —27 D IPv6 7T RLAZFRRLET,

H AR =T TV AT A= ar VAT AR RLET,

AT =B AF TG S FTTA
FLTAL =T RRAL R VBBSS FHLa L — W CE TV IR EE,
FT7TA—>T U RIRA LS VBBSS 4 Bl — U T CE 72V IR EE,
503\IH L TAL S F 7T DREREATVET , TURRALRDA =Ry MRS AL TUORWNIGE R,
BIRE Y > T EIEA 7T ET,
5 4y OdE73 3 181 (15 47) 2D A7 T4 LHITL £,

55 b AT —H A WG BALAT — X AD KR FoRLET,

IS AT — 5.2

ESENFELE @D

ESLTVET .

ESLTNET . (S

ERLTWET. (22—

EEikEnFELE

EEEENTLET (23—

BEELTWET .

BESELTWET  (—FHELE

B

FHA A TETEN TN AL — T 2 F AT L TRIES{ LT — hER TV FEEA.

LR EB1DOT o AN AN RS —ETFE IR T —E 2 L NIESkER. 2
—HiofDESEnELR. BSEOV FEES—EEEL. FHrAEEEL T RS,

BitLocketd, FMAATESLTVET.

ESTOEAH I —HC Lo THEEEnF L. T/ AnsESERRLT (2T,

LR EBIDOT o A DA NAN RS- ETFR TR T H—EI L L0IESEER, 2
—HieLDESENE L. BSEOVY FEES —BEEL. T/ EEELTI S,

T AES L EnEL .

LI EB1 20T AL oINS EENRELES, DLV R S—ETFIrFI
FAH—EBACINERENTWERA. BSIEOV FREEL. FHAIEEELTIRE
(AN

BitLocker[d, T/ AEEFILLTWET.

IES{LF Ot a1 —Hiod o T—HEEEnFEL . 7/ 2rsESEEBEL T RS .

62




VBBSS

2—F—XHAR  version 2.42

Ow 2T TNET

ER{LENTINERA

—ERESEENTVET

FREEH

FErLELE

EE{LTEERA

B4

EHLFELE

ARl O EEAE H R 5 2y AN DOEEREI 7o 1o 4 | LFIRLET, T T T7A 1> TRbORRIE R A #a FoR L E

B

FHA AEESEERFES TEE R A T/ 2 BitLocke LD O w SERTNET . FCF
HAZDOw SERELTIET .

EZSNSTIUAL. ROBEDTY.
o P A —EEES EEN TV ER A
n FMA IR URE I Ra UFy H—EA Lo TiESENE L.

= FHAIH—HIT Lo TIESLE. Zoik. ESEnFELE.

LT AN A CEMENE LR HlLTr A5EESETICE. BSov-RE
BUSEELTLEE V.

FTHAZTET D FAALHERESNTNET . DAL RS- EDFIEF I UTrH—ER
[F. KA. ETFITRI T 25T YRS TS LS. BENCESEOYFE
HELFET.

BitLockerRE#H I —HIC LDRBICENTWVET . BRLFLFHESETDCET /A A TRER
BHL TSN

DA — P TR AR 2T PR Lo TS ARSI TEE A

FACOWTE BREAT S AOMBETERT S ESBL TS,

DANZNAE—ETFR AR T A TS AT - S ARRETE T A. B
L TV = D e DB SR A R0 U Ty 550 7o b L ATET SN TSI REEN
HE0FT. BEEOVL FEEEL T, FEEERL TSV,

ISt FREHESCERLUF LIz FROwebtf (&EE) TTIS—J1— FEREL. MEF RS
T a—Fr LTSN

hitps:fmsdn.microsof.comien-usiibrargwindowsideskiopiddbd 264 8iv=ys B5). 350

A —hAF N A — AT P — IO EE,
A —FAX YU ER AL TG AT T F 7T RS TR R0 F T,

A —hAF Y T R =T AL BHARNCE B EINA NS = T AN D=V ar R RLET,
TANANG = PERBING = T 7 AN DN —=Va RN LE T, A — ARy O RARHT - FoRERVET,
MR A~—b /e

A= A — hAS LRI

TERAY : DRI AG SR A FH BF

63




VBBSS 2—F—XHAR  version 2.42

7.3. E3A )L (Android, i0S) B H

BT — VIO T OBREEITAET

M Android

Ve — MR (LEIER)  VE—boyr, SRAT—KRUtvh, JB—MNYEEZITLET,
WiOS

Ye—hrys, /S22—F7Y7 YE—hHE

Android, i0S W RIZ T A2 XVFRpIcEE T,

O vakisaba (iPhone) i0S AESTIE - - i08 11.4.1 =

TURBA BT )T UT-BRICE IR TED T /S ZEE 15

T IS, AL, TURBAUVIRIA LV A=V ENTZI R DT /3 A
24
Tn—7 Web FHlaL Y —)L ECRIDINV—T74
ATEl O H IKg TURRA IR IZ VBBSS H— S ciEkiL
7= RERS)
SR i [ iRz
F FEFE 4
AT I T5 o N7 — LIEH Android/i0OS
N—Tzy ( EVR) Android/iOS DO/X— =
K
i F PTRE ERH e R &
IMEI i A a3 = BUASFTRERR G B O &3
MEID U AR B S ATREAR G A O HFoR
NTNVEE T NE UG AT REZR G B O R
EFNDT 77— T=T UG ATREZR S & D A FeR
Wi-Fi MAC Wi-Fi #ftlFd MAC 7TRLA HREDNH DL S NS "I REZ2 Y
B DIHFEIR
Bluetooth MAC Bluetooth #fEHFD MAC 7RL-A FEREMNA N L SHUEUS AT RE s
B DI

64




VBBSS 2—F—HAK  version 2.42

Android

VE—MRR (MBS  VEe—hay s NRU—REV'y R VE—MNEEEZFATLET,
XKUE—MNEEITERZIZV T UTHIHPREICLET O T, HIciER L TLESN,

ANRUNIFF O R (FATUIERE) | BEFOSET (BUG LA E G ) A iR C&ET,

iOS

JEe—hayr NRAa—REI7 VE—MNEEEEITLET,
KUE—MEEIIHEREZVT L THIHNREBIZLET O T, +oIlEBELTESN,

ARUNIEFT O~ R (FATULERE) 2R TEE T,

BN T NAREREL | F A LB R @I T D2 L TIITSNET,

TFaUTFaI -2 S5 < maobile

D yvakisoba (iPhone)

O #atatFaUs1IT -1, 14

4 W FIIL-F E ¥A7 ~
H— U HREE) 3 UE—tOws
= 0 = () 1 Face ID. Touch ID. JERO—FR&ESUF
UE—-HEE
B ]
_ . AR o
T G TwEDER BBl sseE 15 2010408 B 208 11:33:28
Windows 7 & hac A L— A HIHAR
wbbss Footof 2
ST mobile

65




VBBSS 2—F—HAK  version 2.42

7.4. 7A4VHKSEE

SESFREMN T U RBA U IERICT AN B EDNT R RSERZLNTEES,
[T D/E—2 T ANV L TR TAT U PR THBE SN TWA T L ZEREL HV £ 7,
QI ANZN—IVEVES T AT e 2V T A== N O T A2 DT T 2 | BRI,

=l
FEg—F (|LFENEESRAtF1UT
O TATOESFAEFIUT. FEI< LS
B= B 525 ~
4 W FEL-T
) ) i IVERAY b S
7 A GIREE) @ U & nmec vboss01
AT LE a 3 njco2-PC vbbss02
&
mem i 3 njc3-PC vbbss03
Ez5
I A P e 0 3 nick4-PC vhbss04

QEBAZERLET, FITIZZURRALFOFEEE) OS 9T~V TT 4 VETEET,

FIRT 1LY X

ANL—T A AT ATL

TR G

R RAA LT

PFELR

TR NOEE pa-ll

I [ U, e,

@A EIR U E9, HEORR, F0Bnb e T4, (B TiX WindowsT7, Mac)

R I ILF X

AN —F A DTLAT L~

Windows7 < i0s * | =|

Wind 8
BEEADEN neons
Windows 10

Windows Server 2003 gl
Windows Server 2008
Windows Server 2012

-

D7 ANHRE L BIET TRIFLET,

T ILPEDES X

FRINALZEAALET

| ‘Windows 7 &Mac

E vt

66




VBBSS

2P —XHAR

version 2.42

OERR LT 7 A NVA BRI T DS T D RRA UM FE RS ET,
G T AETIOT AN — TN DTHEHIZ LN TEXET,

H—){ GIHEERTE)

7 A 2 (IREERTE)
ZATLE
E=45

4 T Do SHBEOES

wbbes

Windows 7 &Mac

4

14

IvBERA> b
O winT7TMNT
] takoyak
3 njc04-FC
O njc03-PC
O njc02-FC

O njc1-FC

Ik

ipvE

vbbss04
vbbss03
vbbss02

vbbss01

3

Windows
Windows
Windows
Windows
Windows

Windows

67




VBBSS 2—F—HAK  version 2.42

7.5. I —7KkE

IN—T 3 FHZETTN—T TR LRI Y —RERFIRB D FATRELATIZENTEET,

(L7 NV—FD3EN
Bz, AT LER L E I CRI2D URL 7ANVEZREEITIIRE,
O N—T%VERRT AT EX 2T === M OT A IV THHRT N —7 | BRI LU E T,

wFavFcI-vzzb [S]  EmrR )
AT —F AT Tk i
R 1 L%

L Frovad=rallsrI—F1.

4 FnA-F e ot AE et R e |
P 2 I KA bt S-3l
T, (HEETE) 11 _

L DESKTOP-34FCOBY win Otest
Hmay ]
0] hacBook-Air Mac
4 T FallvesoRs
O makino-win10MNT ip

Q7 N—TF D& HIERANTIUET, (FITITEEDT)
TN—T BT BE5E . FOMD T I — T NSREEA R — T AL TEET,
RV —RELA L R—bTDHNTF =T % ALY —A (' —1) L7 b7 —T 2R IR CHRETFE 127V L T2
él/\o
FRII—T X

&

MUS—FEEA M- 17D

V=2 =/ FIEEEE)

68




VBBSS 2—F—HAK  version 2.42

QRY—FEDOHEEL

T IN—T NI =T <RV — R EL T HI LN TEET,
ORV—FEBER LI N —T DT A2 %)L, FREDOEMERIRL £,
QR E DRI RIRL E3, (FITIET AR WIHIRRE) — 5 35
@EHE IV LET,

T L TALT LU S A T

« B FBUL-T
)t AT s TEAEARS s i
=) 2 (FIEEETE) B [ vakisoba (iPhone)
Eeear 0O win777TMNT
=53

WA T A A FIEEE)

r ¥ DI SRECEE

= smors— oy ovesR. 4 __ s ST
= EZpAtFaurH—EX . | B ) )
JER T )N EEEE)
=
Rz —oEE Exm
SEDEE
sahironoMacBook-ea
EAEE
sanironoMacBook-ea
EllES

god6

69




VBBSS 2—F—HAK  version 2.42

QR) U FRAV DT N—TEBE TS

BUEDOT N —TZi@RUET, TR TIET AR (RFIHIRE)
HRT NAADF 2 Ry I ALTF = 7% AL ATORRPKCAKIEL THROR Ty 7 &Ny 7 TRENES L —7
~BEISEET, (BITIE 2 BOTURRAL B EH A~ H)

tralsqT—2x 2k

-_ FIVA A (WHIERTE) FATOAT—HZ -

EFRzUFr Iz b1

A

O $RTOtF1UFrIT—x.. 14

4 W FEIL-TF + TFaUFsI - e i EE - ] AU —dEE g %
H— ¢ FIRASETE) 3 @ IEALR Sk 5
5= E; il
T A (HIESEE) O nje03-PC vbhss03 Windows
ERf <— L L1 MacBoak-Air Mac Mae
F b d E 4
T OISR ERE I O nicoi-pe whbss01 Windows
Windows 7 E&hac . '
L] njc02-PC vhhss02 Windows

TURBPAVMRRRST A VAERE CHRB R NV —TBEI T2 TEET,

TF2 U4 Tz b

A

B o\ A (HRBERTE) TATOAF—HZ - | vBEss % || a

T
L SATOEFzUF+I—S1.. 44 EEaUT T

4 FEL-T + TEIUF T OEN g AU—omE | S 2 - o
EGL e Y0 TvEger S B AF—w. t  BEOERAR  AV-FAFEII-SIVN
THAX R 4 [ L1 njc03-PC vhbss03 Windows AT koks 15.183.00
B g [ L1 njeli-PC vhbss01 Windows AT oS 18.183.00

47 TAAEREORE [ L nje02-PC vhhss02 Windows AT S feoies 15.181.00
Windows 7 BMac [ L1 njcld-PC vhhss04 Windows AT oS 18.183.00

XWindows 7747 L MEENRFOIEE

TrAT T — VR E DR EL TWDT N —T b, 774 T U+ — R Z A ZNCREL TWDH T Vv —TF ~T
VRIRA NI E DM EATHIGE . 77 AT U — VR TANBER) MO D 572D Ry NI — 73—
RIS DA NHVET, ZOIHRGE . BET TV r— L a RELEK TLTOLBEIZ T TIES N,

70




VBBSS 2—F—HAK  version 2.42

7.6. BEOFEIRE

TURRAV T RCTRBRPN CEIR O FERMR B EITHIZENTEET, (Windows, Mac D7)
FTTARRITFEITINET A
AR OBAE | BRI L TTEE W,

T IV T RFROHE

Ty TR RHEORO ST — B R LTZ BE IV T 7Ly T R FEIR R T, @R R B EITRICAR
FRAFHPRONDGE R EITIATLUTTES N,

KT TV TR TIH, BERBIIEART SAADNT p—v VAT DAL, IR R AET G50
DET,

U RARAL MEIRL TR BIRSRE EATT 5 A,
TH YTV b B TR M RIRL TR SR RO B SR OB 2 IR £,

FaUsFz+I—x>b

i

gARTCOF IV I—2 -
O FATOEFIUFTAI—Tx... EFIUTAT-ZT M1
4 W FEOL—T + tFIUST-TT OB || @ 8F - || g A40—uEE || g
O—J { FIRERE) 3 a IVRRrvE ESEROEE =5
/(A R GIRREEE) 1 ey TIL S TERRE Windows
— - BEELE
[ O takoyak Windows
bY TALTREDRE & WIN-5S6EPUMFBKH ST
S EEeSIoe IR [ &8 WIN-BLBKV3I3VEPP arcserved7s Windows

TN —T BN CFERREFATT D56,
IN—=T DT A2 %Yy 7 LB E R OB 2R IRLE T,

FaUFz+—x>b

A

gANTCOtF I T—>2 00
O TATOEFUFAT-—r.. @ LT IETEIvM
4 W FEOIL-T + TFIUF TSI DEM 5] 40—/ ULEE E %
Y/ G 8 I RRA> R S ]
F T 11
B — - Vbbss03 Windows
EE (TEELL
— 7 EERTOSE: ..
PO TR Hinons
- e AFEAO
FY JAILSRREOER i .
emEL SUMFEKH Windows
= o T R a
= BRO/S—>T7LEEA - @ FIIVEPP arcserve17s Windows
- P p— - P e F—__ -
= 3 1L S H— [ FasJ wFr—F
= EEEiERLAE = Vbbss0 Windows
AU —DEE vbhes02 Windows
snemiEsl
HEDER: vhbas0d Windows

71




VBBSS

2P —XHAR

version 2.42

TR D FATHERIT T RARA P LITHERE TEE T,

BEOBH BTG TS vy a R —RenZIcbitgkSn T,

IVRRAb 2
O njc01-PC
CJ njc02-PC
& njc03-PC

L njc04-PC

FHIRROBE

20185798118 ABEH 10:00
2018588148 N82H 10:00
2018485148 AMBEH 10:00

2018495118 XBEH 10:00

FHBRROET

2018F9H 118 MEEH 10:05
2018585148 XBER 10:09
201888148 NBEH 10:09

2018£E98 118 XBEH 10:05

FRBECHIBR2N TE TR EEARIZIZRESH D £ A,

EERROBME

201895128 /KEEH 08:48
20185F886H BEEH 16:09
201848560 FFEH 16:10

2018485158 7KFEE 15:26

BEREORT

2018F9H 128 7KEH 08:52
2018468868 BiEH 16:18
2018&8H6H BREH 16:19

201888158 KIEH 15:26

72




VBBSS 2—F—HAK  version 2.42

7.7. RE—VDFENT ST —h

B —=2 DT 7T —NI 1 BT SR F = 2Rl N R~ A7aD T v 7 T — M — T — 8
BB SNALEHBIINCT v 75— MThNET R, BB OXSEICEIEET v 75 — RSB0 SRR, 72— |
DO TNRNA L TA L U RIRA VIR S LG A FEN T v 7T —MEREITHIZEN TEET,

TURRALMBIRLCTH T 7T — e FATT 256,
X2V T A=V bR O RRA MBI CTTA 27 | K053 <ST 7 7 — M RLE T,

eFaUFI-ov=sh S 5/ R (PERE) INTORT—52 -

O INCOEFIUTAT-ST . 4 BT AT

4« W FEIL-T + EFIUFsI-TIROEM || @ BE - || 5 AUL-08E

H—){ GIHEEE) B

m] IERAVE Sk g ILAM-—b+
—e s 7i
TR ) 2 njcd3-PC vbbss03 Wirl ES o SN
=55 - [ Q njc01-PC vbbss01 Wir ==
P SIS [ 2 njc02-PC vbbss02 wir =
= SRl Ir Ol @ | | o e \bbssD4 L
A
= EZRAEFaUFH-—ER. @ ]
[ 3 takoyaki Wir
TFaUFA I bMF A A M-I
[ 3 MacBook-Air Mac Ma

TN—TENTEIST 7T — e EITTH54,
TN—=T DT AL %IV U EFTT T T —hERIRLET,

FaUFz+—x>b

A

INTCOF1UTrI—1 b

tTFaUFs I 14

O IATOEFaIUT I—Z1... (14

4 @ FEOLT + TFIUFAI-TI OED B J0—/ULEE || [ 4
T e 3 . .
H—) GIEEETE) [ YRRk Sl =5
= By 1
7/ (A 2 (FIRAEIE) N . vbhss03 Windows
e . EERE0EE
I . Windows
- o Py SRR
Y DL TEREOER SUMFBKH wind
—_ MFEBK Windows
= =T B — T
= BRI I7LEER.. 33VEPP arcserve175 Windows
= e Sl o ey o e
= EFsAtfavurs8-EX vhhss0d ‘Windows
MU —OEE vbbes02 Windows
]
HEDER: vhbas0d Windows

73




VBBSS

2P —XHAR

version 2.42

TURRAV DR — BT eF 2 )T =T 2 B HER TEET,

[ IvERA> - Sl

[ 2 njc03-PC whiss03

[ 1 nicO1-PC whbss01

[ ] nic02-PC whhbss0z2

[ 3 njc04-PC vbbss04
BHT/ NP — 2 DR

AN—PAF P IT—ZT NS TN

fo AT—HA + BEIDEEAR
Windows A5 135780
Windows A5 953El
Windows A5 35381
Windows =~ A5 105350

15.135.00

15.135.00

16.131.00

15.135.00

By al—RDEFa) T4 ==Yz MDAT —F AT A R =R AT —FADMER &7V > 7§ 2 EBUED FfT
NG = RV ANERE R T DHIENTEET,
BEIIAY— I AF Y T — 2 MRE— T AL

BRSO G G I T AN ARE = T 7 AT ET,

ANX— b4 — R WIT T (64w 1)

2.56.1004

|

A~ FAFv I NI TFTIL

14.497.00

BB — Py T RS (320 )

A

E#EEs)— Py T RS/ 642y 1)

RE—2 R ERSTURNT U RRA RO RERE.
HovalR—RDEFa )T 4=V MDORAT —H AR DO NRZ = T 7 AN L THNRNWI AT M Dbh

RERRCEET,

1.5.0.1023

1.5.0.1023

KU RRAU AT TA L DIGEIIRE—2 T v T = TEER A,

O IATobEFiIUF«I-TT.. 14
FEIL—T
DL SREOES

g BHONS— I VEER... T

= EZaAtFaussH—EX. @

=R MOF W IF— HNE T
STLTVIT— & THAMR—h
[ S Sl
[ 0 njcl2-PC vhbas02
[ ) MacBook-Air Mac

B8 AX—bAFv:
Windows | 15.181.00
Mac 15.183.00

74




VBBSS Z—P—XHAR

version 2.42

7.8. I9ATVF—BEDOTI AR —h

IIAT v h—"E% csv 77A NV TCZIAR—R T HZENTEET,

TATO— Bk w s AR — b B,

TARTCOEF 2T A==V = N DIFRT | DT AR — @I £,

tFauFsI—Jzo 14

O TATOEFIVFT 1 I—Z1...|014

4 W FEYIL—T + tEIUFr T DI
St GIEEE) N R 7 PaA §
T R @IRARIE) i f @ njc03-PC
e Y O = winsseerumFeKH

TN—THN T I AR—NT 5586,
TN—T%8R%, [HART | DI AR — @R E7,

ttFauFsI—x M1

QO §ATOFF1UFsI—ST.. 14

+ @ FEOL-TF + EF1VFAT-Tz > hOEM
H—J{ GIREEE) 3 [ T RRAY R
| 7 R (MRS W 5| g ncosec
23 g O nicoi-PC
C e o e

=l

vbbss03

SUL

vhissD3

vbbss01

2
Wir

Win

EREo=3

IHZM—

B 425 -

@ IRk
wir

Wi

75




VBBSS 2—PF—XHAR

version 2.42

7.9. TA4RIREEIL, HE

Windows @ BitLocker #45E T Windows10 LA DT 4 270G B E24T 2 £,
VAT WP AL AT — X A OWTUIA L TA <N T B D

T4 AT DEEFAVHERE FAQ

https://success.trendmicro.com/ja—JP/solution/KA-0007330

AASTEENY,

VBBSS THE SN TERWG G | FIFBLIIHE 5L A D AT —Z AP IELK RSN RN G IIA T~ LT

7 ZHERSTES U,
W 5L AT —Z ZAD R Z R T 5

Bk, B 513X 27 4=V = MO U RRA U MBI | FAZ TV EITLET,

+ TFIUFAI-STLROEN || @ BE - | 5 MUS—0RE

m] IFRL>b 5L

 njc03-PC vbbss03
[ 3 njc01-PC vbbss01
[ 1 njc02-PC vbbss02
[ ] njic04-PC vbbss04

WG b AT —F A 7T T M= IOREGE L £7,

IVRRA>br | P—FTIFFV E={EAT—5A

J njco1-PC x86 B TEEEA

3 njc02-PC x86 et TEELA

Win

Wi

Wir

Wir

g 525 -

THAM—

STCTYTF— b !

S
s

FESIL—TICEE

2347 bDI—3>

6.3.1297/13.1.2079

6.3.1297/13.1.2079

76



https://success.trendmicro.com/ja-JP/solution/KA-0007330

VBBSS 2—F—HAK  version 2.42

8. WU —ERE

R —RECDWTHILET,

8.1. RV —REWE

PR E CHHERIN AR ENMESILTOET A, KVREZRFRES URL 74XV T HHBNCER B LW A7 E
IRV —BREEITOLE TR ELENAS AR TEET,

R —IIT R TCOEX 2T/ ==V = MIEHEINA T — VR EET N —T T LR ET DRI —ER ED
HVET,

8.2. RYT—FRE (Fu— )

Ta—r~Nexal) 74—V U MNRE

QX2 TARE—E,
e AMID | ==~ TR =NV EHh AR TEET,

s 20—/UbtFa1 VT« T—2 1 MEFE @

EFR— hENETATOEF1UTr IT—Z 1 > MNOBRAEhET.

S0/ ULEBAUA N

T —Zaax 0—
JUL—IL

Microsoft Exchange Server 20037 # LA ZRMN TS
Microsoft A O PO-STAILSFZEHNTD

e _
EHSEES CIE

v RUoE—t o annit
TN I FHRREZEACE UHZICET

DA ILARR

EREI 7 AILOEEHR

EREI7 LA T 2 MBZEABHEE T 7 NILZRRELRL(1-1000)
ERD7 VAT, BIO27-L0S | 100 EEFTOI7IVERET $ (1-100000)

& 7 A D51 )L ABER:
OLEAZZTIONE 3~ EESITES

T B o hOWindows 23 — M w BAT 2 — [CFENEEEEN

ANAITPIIL—IT PR
CookieDiEE
EhEn

EREDEEE. ErFTONOERTRIECTTEESAw T SFEWETE
HTTPEzldA—L
FER: UG LIEERET

SEAT S (H—/ (0SIFFEM)

HTTPS Webs¥(#

Chrome,
R B :
BEEFy J7— Mo L DChrome EzFFiefo CFERN SRR oSS, TFa VT I-TI AT FADOIAICENERTIS

77




VBBSS 2—F—HAK  version 2.42

& /547 v harvha— L

<HE>

FREDEX 2T AT 2 N T VAV ANV MEIE T HZEE B IET 572012 T A AR— LS RAT — R L&
T/ IR SR — R R E T DL HERL £,

¥ Windows @D -

RS —HE 20—Vt aUso IT—2 > MEE @

20— UL EEFHT- hENEIATOEF VT I MNOERTNET-

tFaUFrEE sTrbaxho—)k

HO—JUUBHUR b i

7. | BEEUTEOLA S Ir STy TF— FETLELEE, WndwssA2) (—(CEEF( IS EERTS
FIUE—2avay hO—
TR EF1UF YT v hoDY

Webl-HF 27 —23 VB LURLD 1 ILPOOSE S —/ (ICRIETS
BRiT A ORI REERTORDICH—/ (CHETD

ERY—EX
tFaUF I hOERY—EREEHICTE:
TFAVTAI-TI L MDAT—HAZT | 1 - ARECHER
TFIVFAI-TILAEBEETELGVES. 5 - EFETEES
EREAOELSOEOED
[ EFa U I-ZTx CEEEAOM EDEIEREETI D

FoA2A R

[ EF2UFAIT—TI> MF YA VR b—IUEIC) R T— FADZEERT S

RTIOv 7

[ EF2UF(I—Tz hORTEH FrRFAREODy FEREI) (A0 FANZERTD

78




VBBSS 2—PF—XHAR

version 2.42

Za— VRS A

T a— VRN ARGR E —

U -2 20—) VLB Z =

MU —HEZERT I RDCABERRN S EERMLET.

FFUL—23>0b0O—
=ik

®Web LY 27— g / URL 74/V%

AO—ULEL T4 T— Webl a7 —33> 1 URLIZA LS

T NHE .
FEREMURLUA - (20)

ORI BEENEWeb - bADF L REERILET. (Windows/Mac/Android)
JOw2FTHURLUAND)
EEENEWeb B bADFLIERZT0w S LET. (Windows/Android)

FIAZD O, BLEUFPILSA LEENSBILET.

LEENSEALET.
BELNSEILET. (Windows)
F/A A O
SFEIENIZUSET/ A ADU A (D)
EESNEARDR M L—3T) A ANDF 7T AZFE LET . (Windows/Mac)

Web BiIFE #0232 KGR B 7 GF Al B LU oy 2 IR EEITAET

AT AR URL 7A4NETT a7 T 507 3ANTEEN T THEF L2V URL 2355613,

LCTEELET, BMBESE-<RWURL 270y /4571y 745 URL B TEET,
711735 URL DUARL DG EFRF A URL OUANBIEILEINET,

- HKFR A URL YA

- 7wy /9% URL YAL
TKERFE S IP TR AU AR
SR ENTE T B ADY AN

& NIET 1T MR ERSM

AR A URL &

FrEDO7 7T LB LOEE T e 22 BB, 7 A 23 ban—b BIOV T ZA DGR NGRS ET

ASHEF L Windows 712275 LY AR
AEFEE H Mac 77 LY AR
KA 2 AR SR BRI A N

@ F (AT a—)L
FBESNIZAE AN — DT NAASNDT 7RI LET,
<HEREUTZ USB /234 ADY AR

79




VBBSS 2—F—HAK  version 2.42

8.3. RYT—FRE (T N—)

X2V T A==V M OREERTIV N —T DRI — DR E R IRL£T,

tFIUFAT—FT b = gARThtz=
O IATOEFIUFAI—TT... (14 TR T
4 W FEILT + TFUTAI—
H—% ) P O IvRERIY b,
T A (HIREEE)
i i EEREOSEE

T w2 T REORE

BEEL

R G EGIP=l i ==

S50 -0 7 ILEER.. 10

EoxAtrauF«8—EZ. @

TAA w0 FHTETIITAT U NT Ty T+ —20) 08 OFIREZUIEET,
TRY 2 —@DFFFE: 7/ A X (FEAETE)

L HREH—PA0EE WREH—EXDEE

E S

1 i0S FoE

. ) A R (FIEREEGE)
o BEET

o FEHER B—EXEE

80




VBBSS 2—F—HAK  version 2.42

R —FRENLT TV 74— (Windows, Mac, Android, i0S) Z & IZERE CEAHE H LN D B2 F4,

Windows Mac Android i0S

LEN 9 O O

R

FENER <TU Y Ly = T kR >

A R SR

AR ST

Web L 27 —Ta

T7AT T4 —IVEXTE

FRA R ha— L

TR 2V et 3R

URL 7 4/v% O

TV —ararta—v

TRSRERSN O

AR/ 7 2737 URL NIKERGE T2 D Iy O O

Ol0|0|0|O0]|O0]O]O0OJO|O|0O|0]|0O
O

MR B LU DD E O

O

INAT—R O

INAT—R O

s

REZTR—U¥

O

Wi-Fi {7 O

RV — DM HONWTUIA L TA L~ T B 2= DAL IZE N,
R —

81



https://docs.trendmicro.com/ja-jp/documentation/article/worry-free-business-security-services-67-server-help-policy-management_001

VBBSS 2—F—HAK  version 2.42

(Windows) RV —DRRE

BRBEHF R FHIME >

WRBITIE. VT IVIA LIRER . PRI, FEIRRICB T oBELITA £

FHRIRRITI T NV ZA LSRR THRENTERDSTARIET 0T T 5 GHifi) Z %0 DR TED ATREMED DD T2 | TEHIH
(ZFEMET DAL ET,

THIRR ., FEBRROBE TIIMRIED CPU M RLZRE TIET D AR DL TAT U MERRBLUZ L~ T
RO BRD RN B DT D THELTZS W,

a

£ HEREY—CADEE BRBTE @
3= & @& os RESE

- 0 AX—hAFr
e AN~ bAFY UL I5TRCEENEARTE T O9S AHES LU0 O 7R I3 F v RSN E .

o FHER O mRRRET
HRFRRIERE PRI v U, PSR EF VYT 05T MO DIUSHERESN TS ARETOVS LR MO Pk AR5 MEFIEBLEY,

® WebLFaF—23>

UFNZA LER
ITPATIA—IVRE
J7IVERE. M. 92 0-R OE—. FEREBELREEC. BFaUTA LOURINGZD I 7 1IVEBRLET,

SR> RO—IL @ >
TR FIE
FHBRE
® URLTJLS
FFUT 25> hO— WSRO CRRERILET. FURREEATEE, T MR- N COEENAREFEMEL, SROERENELT BT L0 TEET,
L @ >

ZHER< IV LU=TREK>

PR EITA T,

ZFEERIT AR =T A VAT A VAN N ZOMDY T =T T ANRT FNE SDARIEIRE
HTURRA AL ET,

—WKHIR T T T LTINS S BRI Lo T Ry 78NS E RV ET,
FDIIRGETT 0T T AOBRINREP LB DG ERHVET,

B wRev-vRoNE [ BAE)ECE @

R, AL —F1 I ATF A LZARITI R, TO/ROY I NI P, J7ANAIAININOFEREENST 2 B hER#ELED

= & oS

«
S CORBEERTCE. HREY—P AORETREERNIH — C REENCT SHELBDFT.
. FETOYS LSBT OV Y
HIFRRGRR
.
® Webl-HFaF—3> « A=
© BHS SSETENAEHRO IOy &
IPATIA—ILEE
o = BAOBEOT Oy 2
AR e e SXYLITTHR
TR RERT7 - ESEORED S B R
FELETOIS AL SO TEE2NE TP JLEEBNIC (v o7y T U TR
® URLD LY SLYLDIPCHERISNTWS DSV TDERZEIOY T
PIUS—2320 0O~ B JOYSLBREEENCL TRERSITIRD 7ML EREs LU0y 2
L
~  HESTEBER

82




VBBSS 2—F—HAK  version 2.42

A B R R R

VIR EITA T TT,

AR B R RIE, T T 77 /a U B L T YA — T )LARL— Web, A—/VERHETHRE LT
BEART 7 A /T E ENDBIERIORMO X2V T VA7 2L ET,

— IR T 0T ATIIRWGE | R B R R IS Lo T ny Z E IR SN 56 1 H 0 E T,
ZDIIRGEITT 0T T LD E P LENIRDGERHVET,

ARy F
YIRREIXA 7 T
RAPIHNL— L ZEHL T RRA U M RE TE DL IRV EL T, IRAR Sy FRERE Tk, RANR—2DR AP
AT HIPS) 2 L THRAR Sy FE2BEF O Masa eI i@ L £97, ZOMRRIX, BB, 7747 U r—,
BB R SR % B T e AR 72 R RE D — T,
{RAR S FL— 4 150
KHEBEDA Y /AT UINTEERE Ay —VEARITERINL 72D TEZRW e | BB E 7255 I3 RAR N T iR
A 7L TLIEENY,

83




VBBSS 2—F—HAK  version 2.42

Web LB a7 — g

ANIE Web HA D& B 6 DIREE BIL L £7,

2018 /£ 9 7 2 A LIRRITHT BV — 2RI & b SN - B F AR B L O L N —T ZAER L2 5613, B2 T o
LV DR E NN 2o TOES, A ETIIMBEREMETLIZ,

TX2VT AL ETORMZHEREL £05, B @IC T 2ZLICio TEFHITLER Web FA M7y S
TLEIWREMED DY £ T, B TUERYA MR E BRI T D0, X aT AL~ % 1 DT HREDER
LB DG EbHVET,

£ MEEY—CRORE Webl-Pa7—23> @
Weh L 2T — L3 F R EwWe it b DBEL S DREERELET.
=& | & 08
«©
» EEETE
e <
e T2 UFA b
» BT TR faig B TAE AE
® Webl PaF—Sa ES ) S &
> A P — LR
D7 AT A —ARE © = ERE ® S
® 02> bO—IL " 8
TR & Webthf MOFSERE SO SLET
FAFFMOURL

® URLD-r LA

P L R S0E L BFHEAT T LTV wWeb - M Dw 55 %
o PAUL—2 520 O

TTFOYRSHIAR
s @) AERRSUT FESDWet A METOw 5T
FEREH IO w % BURL
7 Z 7Y egat e R

Web 77U OMagalEE R IEAZV T NERFEL, ZNHLOEBOMFEHIZE ST Web 770 REHINRNIIICLE
7,

T7AT VA —IVERTE

W E A7 TT,

R NI =TT A VAR RE A AN T D5 EIE, AV IR ELET,

FENIA L TA LN T BT ELIERN, [ 2 120V 0T AEEIRENET,

KR EEANEIL, BT DG, — Ry N — I BUIS DB AR HY ET,

ZDIIRGE BET TV ar REB A T LU TR IELE R 2T TTEIN,

FULTEH AT —R MU R A 7O IR E A ) AL 9723, BT — R TL— LV EERR 52
LHTEET,

% Mo v AT IA —ILBE @
TFATFIF—=)UE. T2 RRA > EFY NO—I0RIC/\UFEERT ST ECEO T, BEDBEDFY NO—2 S T7rvoE IOy IFEEFHaT
R

M

it

= [ & oS

o iETEE &« -

AR IFA 7AW EBDFEEENCT DS, —BNICI R > bRy RO — O StfiENnE Y. ERODEHIC S SEETRNNRCINA DI, B
=10

o FHEH NS SR EDEEE(To TS,
BFRLER O BHE—R b R OO0 ERE
® Webl EaF—=52 0 HHTE—F tFiUT Ll BABHIRT A BEUBRHNEDRE

o JrAT7IA—IERE

84




VBBSS 2—F—HAK  version 2.42

FRA R ha— )L

IR E XA 7 TT,

JAN T IRAANDT 72 AL £,

TA A= VEENCTLDHEEIE, T IR ELET,

FEHNIA L TA AT TSN, [ 2 120Vt hEFRENET,

£+ MR- PRoeE FINA A ~O—)L

FHARIL RO BT A mAD T 2 B EHLE T,

@~

- HERE R DO RRRT AL MR oY - R E e EFER LY - E R R ER L T AEESRDFE T,
» EESH —
Y o) Bz
R o Bl 2 DR E
® Uieb I~ 203 AFL—zNA 2 TATHE -
FrEATOA—IRE
COVDWD: FITFIE= -
® =0z ROl Fou kD= RS ST -
1REER T LT USBR b Le— 5 (2 FIARDNBIHURER -
USBZ b L—ZF I R TDEMBITREE OV 755
® URLZ 115
ol Lo m s e b i m B T EMANFHAR
A b L—2E FINFIER -
HEEM
FERFHTOVTFTBURL _
ZFL—SBADF AR
R L TR T DI Bluetooth P& F4. o o R o m LY
COMBELTFLP T — O FE O Jowvy
IEEE 1304 28 — 7T —2; O wE O Jowe
A = T AT R O xFa O Jowe
TR (2 O wa O Jowd
EFL © wE O Jowd
U bR~ O ¥ O Jowd
DA LN O wE @ Fove

85




VBBSS 2—F—HAK  version 2.42

L TR

IR E XA 7 TT,

THEHIE A OKRIR L, R N — 7 RAROKE T — 2 DR E R E 37y 7L ET,
TN REREF DT 2561, [H U JICRELET,

FEHNIA L TA AT TGS, [ 2 120V T HEFRENET,

= cr=s == = St

£ HREY—ERORE BB L5
- BRRALWER v NI I hORES SO BRI T Oy LS,
n [ ¢ W oS
«
o zRE HE: DD CRREL L EREEMET SBAR. 1—H0T R MRS, HERET sEEN 0T,
o BEER
i L BSEE
R ERR g

O UEiEnE === BRI Ll LT, WESF — SOl B e Oy s LET,
o JFAVIA-ILEE

+ e 1/40
® 7/ A 2> hO-L = F>TL—hk FoRI i 5]
e i - - ‘
o FEIEELEE B B CUR— MBS, BAR Y. ETY—EPFFUS—Sa, . JOvs o)

® URLD LT

EHEITROZEAFATTEES,

s A= USRI T ISA AT E D — 7R B RS T v RV A B LT T O VA BEORR % il R E 72 (3B IR
HESNIZ T TAN—NRIE~D L T TAT L AD E i

BB MDAV DOERIEZ T 21213 ETROFIZHONTHR T DL ENHVET,
EDT —HE RO — PSR T DU ERHLD,

BT — XL TITD DD,

BRI T —2IE DI TIERAZI D),

cEDA—YPEEE T — I ~DOT IR AR T = DFE TSI TS,

@ [ERI/FZRIERY L —
VBBSS 1. [ HRIBZ WVOREERY Y —C RSN — O — VIZBLL CI AN F T T —# 5L E T, KU

—IZEo T RIERERENORGET DU ERDHDT 7A N7 — 2 VRIS, EEEORHHEFZ VBBSS THEAITT DAL
HARESHET,

86




VBBSS 2—F—HAK  version 2.42

DLP RU—% EHTDHHE

RAE Wi

b= DLP —/UIFEE DT 7V —b Frpn WA G LI ENTEET, F—/WE V— VA5 T2 DLP
RV —DH T 'y TT,

EZ

T B 2 ORI T, BERNENICHE > T — L e T U T L — RS L E T, L — e’ T[FFA) ISR ES T
TWL%E . VANNDRONL— A BPBEET, V—AB [T ry /] ICRESNTODLEE, 2—F 00

NI rEN., FDON—)V /T T —hMIFNLL EEENEE A,

7 L—h DLP 7> 7L —ha, 7 —# ID LimBi#E S F (And, Or, Except) ZAAAEDE TRALETERLET, FEDSE
B SCEGT2 T 7 7 ANV EIIE T — 4721, DLP v — A &N E T,

DLP L—MZiE, 1 DFIEHOT 7L — e G b2 N TEET, R VRIRCIE, 7o 7L —ho T
=YV RHIHIE—EL— A pMERSNET, ZIUL, FEDT 7 AN EELT — #0370 T —MNOT —4 D (T
—H T BE, ZNL MO T T — R F 2 7SN N B ERLET,

F L F ¥ UL, EERERE T2 T4 T4 T, HHRIRA VIR TlX, A—/L, UA— T LA — VT /3 A

A AVAR N AR DX =T TV —al dpl | —RIRRE Ty R R— S ET,

ki THEHIE VSR IE, WO F ¥ RV ETEL THRE R HRA EE TR E RN LIz &I fRES LB %
EITLET,

BROVER E FRAREL, RESN TS DLP L—/LXOLESE L THEREL £9, BRAMEEICLY, B G LI EHE 7 7V
DIRFFEEHETEET,

FHTE R HOFHIA KR T T L—h

TR A VR SR IR, RO EINT, SES FABUHI B EICHEIL S 570 I F rTRE 2R FRTE R IF DT 7L — R
FTRLTOET, 2b0T 7L —MNE BECHIBRS CEEEA,

*GLBA:Gramm-Leach—Billey Act

-HIPAA:Health Insurance Portability and Accountability Act (=R O FE ALIE M L3 BRI BT 5 1A
-PCI-DSS:Payment Card Industry Data Security Standard (PCI-DSS: I —R&BF — 2B (ERA{h# T2 L%
HHNAER SNV Dy NERDEFR 2V T ¢ F )

+SB-1386:US Senate Bill 1386

+US PIl:United States Personally Identifiable Information CK[E Tl N 245 € TEAHER)

TANTOFMERFH2DOT 7L —bD HRO 5 BIOREESNDT —F DFIZ DN T, IROTE IR A R
(2B % Web YA ZHERE<IZE,

T —2iRiERgRE / TEHIR O S RERE OB ZE LY AN DU T
https://success.trendmicro.com/ja—JP/solution/ka—0002352

87



https://success.trendmicro.com/ja-JP/solution/ka-0002352

VBBSS 2—F—HAK  version 2.42

URL 7 4%

W E XA T,

Web BIERBIZITHIZENTEET, YR E CIIERDOSDLT v v TP A NeE Ty 7§55 ELRVET,
TR A~DEZIABDHERHNT 278 | @ ERHEITEEE A,

TANERELE R @ICTHEEBICERORNT A MBI CLET D, WRF LN — L TTay 5073 %
EEICRETEET,

FRFRA AR E T HZEb AR T,

a

OSEER URLZD - L& @
g EReE URLD L% EMCT L. TRER. 1HOTFSFARMETIOY U HEOBROWebt 7 MEJET LN TEFT,

® WebL EaFr—23> N e

«
o JPATIA—ILEE

I TR
o 7/ 23> hO-L o)1 BB EN A 1 US 1 LOBE. READ ST Y R TH SRS 50T, ST SRR ST S
o ERETLHE AHEMDH S IVF V. BLUFRTHROA—SFTOY 7 LEd

O BAOTF1 UF 1 LOBESSORBIRI ST wE IOV I LES

O & @ERE) ot Uss toSEEI Oy oLET
D ARS L JOv I BURLAF I UEIEET S

® URLI1ILY

FFUr—3>0> h0O—
7

T IILFI—IL
BB e ) 2w ) s
FEERERHITOW/ 73 BURL
IR ‘ ‘
RS ST DD Eo#2 : :

88




VBBSS 2—F—HAK  version 2.42

T IV —gvavha—v

IR E XA 7 TT,

UTOBREFIETT AV r—arwerayy /e ETEET,

T IV —ar b e aT—ial AR

T 7 ANVETNLT A VE DA

=Y 2 fBH(SHA-256) FEA ST EITT7 7 AL DA R —h
EHENDIAZDBHDY 7T =T Y AR

TV = aYANTT vy SR SR AL, T 7 AN SAR Ny V2 fETHREL TS,
TV —ararha— Va5 EE [ NICRELE T,

Ky 7 E T RIFA AN VRN LS TWAIORERR AT COZFIHZEEL TWET,
T A L TA N T B TELIEEN, T2 127 ) 7T HERIREINET,

£ S8 LT—ERONE 7IUsr—2a>a hO-)L
- ‘ & | o LB P TOF U — 23 OEM A - LERB T S —LEFRLET .
= i
«©
» BEEE

J— © © JOvs EELEFTUS 232 OTY BRA Y FTOEREI O S
) B O 282 BIED-A A bR TRREAURY S e P T Uy —2 3% EFTRTIOw S

» RFERRS

o WehlE 7 F—2al, L=
DTAT I —IERE

o AT RO— TE4E + o— b BE=
TRERRA LR

® URL D1 LY =LA ST ENTVER A

PL—IL@EIDSET) &S w L LT Us—232 00 FO—ILL—LEREL TSN,
e PFUS—anan hO-Il

et FALL =L Ow 2L D EERENET.

BZIENL— L OBINTRE FIE: TV r—ar bt aT—al YA HTAESITT SV —ar O&EM (7
TV —ar VAN K07 oy s R0 A5T7 T — v a  BRIR T A LN TEET,
W2 o et A X

JOwEsRF -3 EROY F bO PREAEME 2 S BRL T .
PG — LA E R E S - EDRR Q

PO — T e (0I35)
HEELE0I262)

T T ILEERDI3E) L
TSOFETSOHY—ILLITE) [ Bitcoin Core Bitcoin Praject
FESAEI0EE)

BUZLDF IS~ 3200T0)
AT A AT L)

T AT —)A0E03) [ GUIMiner GUIMiner
BaSeE Y — (01 8D)
A (0IGE)

7 —E70iE)

[ FATDFFIr—3a% a2l 0w s SN —Fr s

FIVr—=ax AR —

[ Falding@Horme Stanford University

[ Electrum-LTC Electrum-LTC

[ Crypta Chart Ravaga

[ Jat Libety Decentral

89




VBBSS 2—F—HAK  version 2.42

e

RS BRINST F VA T ANBI T 7 A NAYLIE T AL TR TE T,

TFANDHRHBEEPIFE LT TV —a ORE | V7 VI LRR OB THEBI TS HD TRettbdHh %

T, TV —2ar O T Ly TRBERIN DL E LG AERNHY ET O TLTHERL TS0,
BIZIET —F_R—=AT 3 L2

FRASIE ) 2

TG DRI THRIRER FERIR (TANT T A0 7 7 ANARERT)
AT /T —0xT (ALY =T YARDDIER)

FEEEEHL CRGRE AT 1T T LA, T uy 57T LUAL)

¢ ABev-CADEE BRI ®

s & & o5 FEUVETAA, I7-l. TERI7IETEFET OIS LETNSBALET.
= i

UFP LA higFRIFHigRFiigsk
» BERRE
Jp— ZANE (0) FFIL0) 7 ILAEF (5)
+ & &5t0
e Webl EFaF—3-=>
T AT — B TANAIA UZNS1( LR FHRE FagEk

T A rO-IL -

RERA LR HEM Z&V w2 LT, =

® URLI (L2
PFUE—2a% MO—)L bl B SOERH YA b—ILENTVST 7 L4 UZROEFTD SEHLET.

T L8R i FHRE

ASADTFITL—ITTF

RFEEHIOw 4T BURL
+ & &t 0

EEDIUTOMORE ANADTFI—ILF

d:¥sqlserver & e:¥log TANK EVT IVHALRIRNGERINT 6T,
+IBMEZV 7L TCT AN RAZBIILET,

TAILS OB ~

TAIWFI:

d¥sgleerver ¥ e¥log x

il C¥temp¥excHid D¥tempy

BROEE:
U2 g= FHIBE Foes

90




VBBSS 2—F—HAK  version 2.42

BN 7 N F N AMI R RSN ET,
T A INE R 2B T DA TO—F L IR =Y Vb T, I3 T A NERESNETOTIIv

FTHLTHHIFRSNET,
UPNIA LERTHRRITHRE

AN (2) 71 (0) 71 ILAEET (5)

+ Efl
FANAICA UG A LR FarE FHiRE
d¥eqlzerver
e¥he ] ]

bl PR OOE8H A YA R ILENTVET A L2 b UERDEFH SEBHLET -
DTS LR FiEE FEEE

91




VBBSS

2—F—XHAR  version 2.42

ABFE T 0y 733 URL

TN—T DB I/ T 0y F % URL ZAAZ AR TEET,
WIMEI X 0 — SV IKERE A B L O vy 745 URL OYARNTT,
KPR DI E 1B ERTHET N —T HICHAS AR TEET,

7 vy 274 2% URL DYARKOHKGRFE 7 URL DYARMEIESNET,
FHANIA L TA AN T HDELEESN, 12 12700 HEFRENET,

& HEEH—C20RE

| % W | i0s

o BERE

o EHERE
HRFTRUER

® Webl Ea1F -3

I7AFIA—IHE

T A A O
EERALWER

® URLT L5

FIUd—23zazbO—il

=

FERHIOwITBURL

ERB LU OMORE

7

B/ T Ow 7 FBURLDUZ |~

0w 29 BURLIEWebLE 17— 3 B KUURLD 1 LS [CBEENET.
ERIERSN

O #0-/ULERESBLUTOw Z T BURLDUR -

O BioiEE

HEZHEHURL (17) JOw&33BURLIO)

+ E&Em |- =
REHHURL
hitp:/fwww.trendmicro.com™
hitp:fiwustat windows. com/*
hitp:#windowsupdate. microsoft.com/*
hitp:fiuk trendmicro-europe.com™*
hitp:#iservicecenter. antivirus com™
hitp:#foffice. microsoft com* =

SRS TVSIREDSIURVEENT 34" URLOESEDHEZIEET 3ICEF, ADWebt Mo FOEALTLE

nf

URL D% EMEDOFHli MRS § 21213, IRD Web A MIT 7 AL TIZEWY,
https://global.sitesafety.trendmicro.com/

HE D Web B AR5 TRIEZR Web $A REFHBISNIZEE WD H LT B DAEEI 7 2 AR,
Web A RREDATAVIZEIN G TOEN TN DREREITAET,

92



https://global.sitesafety.trendmicro.com/

VBBSS 2—F—HAK  version 2.42

HRBLOEDMDORE

REHE H

HERR (77 AT b~z HHERR)

T I—=RNITAT UMNIERRSEDLTT7—MNEH)
FOMORE (BX 2V T ==V M T T aTsvar)

HERR
BELEREELEX 2T ==V x b ECEE 52852 —FIZFFATLET,

MR EICBTHH B I 747 o MUTCRRET 20 E Ba Y — VI CRRE T 20 DIR—TF, ARV 7747 b
(ZITHEIRZ 523, BEl= Y — VI CRE T HZ e HER L £97, (WIHIRRE)

HERR—
% HRLT-EROHE {EPRS LT DAbDET @

= & & ios

R Brmm 1 TOAMEE

» BERE
® EIEE
snzEEs BROER
® WebL FaF—< =2 FEE=E
IFATIA—ILEE FHRR
VP LIS
)R M-l .
BERAL IR
i FUREEATY THLUEL
FHIETOES

FIUL—3sax 00—l

I7APIA—INHE

BERN - _
I7ATIA —ILOEEDFET
FEEH IOy 7T HURL
¥ DA T LR
ERSLUT Webl.Ea15—33>
It MEBREES T B F THEOFEURLOBEEEETA]
URLZ - L%
IS )
TR > M EEEET B E THEDREILURLOEEZH
FEEHIOw 2T BURL
HHEGR
RS L

EHERSTEORTSJUEE

DIAFPhOF I~

TE-EEORTELUER

93




VBBSS

2—F—XHAR  version 2.42

T7—h

FRELIARUIDRRAET DL, EF 2T 4=V = M A3y BT T — MR RRENET,

TI—hRE R

& HReY-CAOHE

= & @& oS

. BEERE

o BHEE
RRFEIET

o WebL HaF—33>

IT7ATIA—IRE

T A3 Ol
FERRL R

® URLT1)LE

F7IUs—23>arbO—)L

BEES
EREHTOv o THURL

BES LU

DM TE

TERS JEDOMOETFE
mE | F5h | zoWmE

BEURAAY MBEETSE. ESFATFIVT A H51T 2 b P22 EEICFS— MERENE

a

TR SOEEEEE

B UFILSALER
O Femes
@ =R

Webl-EaF—23

[ 27T oA —IEE
TERRA VR

TIARIY RO
RRA L IR

FPorA3xO-L

O 7Fusr—=32a% b0
[ URLZ A5

EOMSE

FOwoENIZHTTRR2 URL

X )TV MV T T e T I g

o {58/ (w5
® Webl FaF—23>

TFPATFIA—ILEE

® 7/ (A3 bO—IL
BEEAVEE

® URLT LY

(&R P JUZDMDEE
&R FI— bk TOfthEE

rFaiuFsI—¥z v hMILIZTOFIY3 Y

[ o FRr2007O085LT7IL. LTARY, JOER%. 1-FErRfto 7oA EETS
BE COSSEFERTICE. ARV EACEETCAEEENEY —EAEENCTILEENH0FT.

e P7US—<a%3% bO-IL

BEES

EEAEATOVITEURL

ERSIUTotozE

For
LNy

\ESIETE

94




VBBSS 2—F—HAK  version 2.42

(Mac) RV —DRE

BRBEHF RN FHME >

WRBITIE, VT IVIALIRER . TRIRER . FEIRR IS0 EZTAETS

FHRIBRRITVT VA LR TR CERD TR IET 17T L CHTfl) 2% DR CED PR H 5720 | EHIRY
(ZFEMET DAL ET,

TAHIRR ., FEBRROBE TIIMRIED CPU MAREZRE TIET D ARICT DL TAT U MERRBLUZ LT
RO BRD RN B DT D THELTZS W,

R E
1 HRET—EROWE FEsRELTE 6]

-l ‘ L ios BEER

0 27— FRFrELRE

* HEE
= AF—FRFrLER> AT IS0 RO SN TV ST E S OIS LRI F e B LT A 0 1 PHE- T F IR ENE T,
» P EREE O SRR R
® Webl A 1F 237 MERR e (E I UF s T 51 L hOO—AILICEMEN TWASTEFOIS L452) (f o 1 PRI -3 FEARALET,
VFI-2A higdR

EL i ol N B

IrEAILERE B For0-F - FREZBLESED. twra1 s DR ST RE0T 7 I EHE LET,

FIBFHURL [
HEH WE
FERE SR DMDIFE FRER

WEINLHFMECFE TEETETLEY, TIRERERTI L. I Pl FEDEEESE ARt L. AR0EIEERMELT S LN TEET.

@ A
A E1E -
RAIR: e -

MR w0 o~ 0 00 . RS
BE
FESEE

Wb =)l b (R Uy T-F1 s M EEFL AT U T2 5 ROV - LSS RSN SFIEE T,

WE

B AR R

W EIEA T,
KPR R IC IS e n 13 VA VAIRIET T An 7 | CRiiE v E T,

£ AR D —ER0EE o e Y ey @
= Tel e oo P> RS ODRHSBRERE. SERRESET o/ OSEEBLT. ABR D7 S ENSFADTF1UF « URIBEEL
= ! %3,

o mEEE @

o S TRRE

95




VBBSS 2—F—HAK  version 2.42

Web LB a7 — g

AIE Web YA MO B BINHDORH#EEZ BILLET,

20184F 9 H 2 HLARRITHT B — e AR & BltaS e B F AR B LU L NV — T 2AER LTI 5813, 2T 41
NILDYIRRE DRI I2> TOET, S E TR EMETL,

X 2VT ALV L ETORMEZHEREL 25, d1. @iC T 2280l TEBITLER Web YA b7y 7S T
LEIATREMEN DY £ T, HH TUER T AN ABRE RIS 27, EF 2T 4L~ 1 DO FNIFDREDEEN
VEIRDE AV ET,

f AFREH—CADEE Webl-Pa1>—=3> @
Web AP F— L 3 (F BNt OB SORBTEBELLET.
" & | & 05
@«
» EFEEE -
o Wi TREE A2 UFa Ll
e iehl H1F—La faig EhTARE T
5 S S )
FAA A MOl
O F (HREE) & &
FEREAHIRL OB S
frsn © Welbthf POFHEAEIOw S LET
FRFFEOURL
TERSLUZOMDEE
b Lo B 2O LSBT T L TWE et PEIOw 553
FNRA R ha— )b
PIHARR BT A7 7,
JEN T RA ZNDT 72 AE I ET,
TR Aa b — VAR T DAL, T4 IR ELE T,
FEMNIA L TAL AN T T ELIEEN, [ 2 1527 )T AL F RS E T,
2 Mg Ly—eRoRE FIA 23> hO—IL

FAA A0 FO— . BT Aot 2R L ET .
m o & o3

| @k
® BENE

o {BiRFEREE T R hDSE TeHRTE

o Wehl 2 F—33 IR =TI

® /(A0 FO— )L COMDVD: DLFEEZR, -
Ty PI— RS FIFEEA -
ERREHURL
USER b Lo— 5 S DILFEEZR, -
BERH
ThunderboltZ, b L— 25 A 2 NFEt R, -
RS LT OMDRE sDA— DNTFEER, -

96




VBBSS 2—F—HAK  version 2.42

URL 7 4%

IR BT AT,

Web BIEMHIZITOZENTEET, WM ETITBEROH L7 1o v T ANl T ay 7T R EERVET,
PR~ DEZIAHDHZ R T 5728 | S ERHEN L TEEE A,

TANERELE T EICTHEEBICEROBRNI AN RN CALET D, DRFLNV— LTIy T 5073 )%
EEICRETEET,

FRFRA AR E T HZEb AR T,

2 WBs ot URL L% @
- ‘ & | o5 URLZrILSEEHCTSE. BREE. 1R0eTEELNEMETIOw 5T SHEOEIDWeb Y FERET ST LN TZET.
= !

C ok

» FEEE
» BiSTRRS TANTRE
® Weh 1 F—a = FEE R ARENLG TR Ty LB, AL Ty E e E T S D SO Ty, SEEE IR EE CEE T
SEHEEOE DTy, SLUFRRRO—oE 0w SLET
H Bz Uy EOBRSLUFEN Dy EIOw 2 LET

DEPHEEE e ) OIS LOBEE Oy SLES

0 HA5L JOw ST IURLATTUREET S

8 URLZ-r L%
TN
BERFHHURL
freens URLDZ L) = EE0 [ SEwsman
FEIL |
RS LUEOmoRE o | |
AZ2 T —Z3ATa T [m] [
AKBE A URL

TN—TZ DGR/ T 07§ 5 URL HEHASZ AR TEET,
WL o — L IKGEEWE 7~ URL DY ANTY,

KIBRAN DI E | BN DL N —T HICH ARSI~ A X TEET,

PRI TA AT T ELIEEWN, [ 2 120w T HEFRRSINET,

1 ARLY-EA0EE 7

SEFHURLUZ I~
BEEHURLIEWebL-F 17— 2 3 v cBRENET.

=R

= &% | @ 0S

o BREE

® WebL-EaF—33>

O 40— ULEEEHURLUR
0 BIDEE

ZFEHUR + Em | - &=t 18
BEE FSEHHURL

hitp:/* trendmicro.com/
ERS LU OMORE

hitp:#fwww trendmicro_comy™
hitp:/wustat windows.com/*
hitp:/windowsupdate. microsoft. coms*
hitp:/iuk trendmicro-europe. com™

hitp:/iservicecentar.antivinus.coms*

SHESNTV BT80S S URIEENT 30 URLOESHOFHEEREET SIcE. ROWebt- Mo POERLTIREL.

97




VBBSS 2—F—HAK  version 2.42

e

BELI-7 7ANEIX T 7 ANALREFEARIET 07 T LB OSRALET,

R = —mERTE: EE0 x
£ AREY—CAOHE BRI A ®
EELEIF NI ERRI 7 IABEFERET OV S LEFENSBALET.
I % | & 08
| IFAND | TOLEET O
» BESE
® Webl-F2F—23> + = &5t 0
FEEHURL F7ANE TR
RS LU 2 OMoSE eRIEE L ET
HERBLI OO E
@ Ry C0E HERS LU TOAMDRE o
= % | @ i0s =
o BEEE BEURRERESFALFIUT A U5 T > ETEET 3T LB F(HFILET.

FRTEOLSE T L

® Webl-Ea1F—Z3>

DSAF Y OPS—

FFEFHURL

rcmen BELRAALMRETEE, PoFArF1UF 457 b P IO TIPS — MIERSNET.
o UFILE LR

ERS LU EOfnEE PyIT—haEE

EEFRAEFIVT A S5 T MOT v TP~ FEHFDEEZENCT S

HERR
RELERELEX 2Tt =—V N ECEE 5285 2 —FIZFFATILET,

77—h
FRELIARUIDRRAET DL, X2 T A==V = N T D FICT 7= MRERSNET,

T 7T —h R IE
VBBSS D70l I LT v 7T — e —ar Ty P e — RIS R BT A AT, [ )Ty —T 2 b D
T 7 7L —RE Hotfix OBEUEE NI D124 E 9,

98




VBBSS 2—F—HAK  version 2.42

(Android) RV —DHRE

2t
BRERRE
O HAREH—EA0EE 1STREVIE @
=% | & | Os UPILG A BAETOYS Lk
o REEE ARGTOICT) (A AP TUEA YA R — LT A, TH1UT/ FOBRH e ahEELET.
o Webl E3F—%3> ( B
JERT—F ’
EFBEHIOw T BURL
RS LU OmoRE

Web LE 27— g9

RIE Web A DD DOREZRILLET,

2018 42 9 A 2 HPARRICH B —E AR A Z B SN I B EHRB LU L NV —T 2 ERR L2561, %207+
LUV OYIIRR ER I 225 TV ET, A ETIIAIHIRR EAME LT,

TX VT AL VL ETCORMZHERLET 05, . @ICT D2 TEBICHLE R Web A7y 731
TLEI AT DV E T, B TUER Y ARV EIBRERT D0, EX 2T AL~V E 1 DT DREDER
BB D% EbHVET,

£ M- EA0RE Webl-Ea>—=3> @
. ‘ . os WeblAF 2 F— L avFREwent-f FOERP SORBTELLET.
L i

o EEE | Ok
o WeslEar e ss LT
JRO— R
BEEM IO oT BURL el TS 8
ERSLUEOMORE = S & S
O & EEEE) S S
Bl ;1 S

& Webthf bDFIEIEIOW S LET

FRIHEOURL

[ bl B SO & BFHERTE T L TWEL wWebth- hEIOw 543

INAT—R
FRAAD Y I Z iR HERIZ, PIN £33 32U — RO A1 EERLE T,

# ARoU-—EADFE }lej_ |~L @
., FI A RO0w ZZBET BEC. PINERR (R J— FOANEERLET.
= &% | & i0S
o Az
® Webl-FaF—33>
JIRI-F

FEEHTOw 2T BURL
ERELUZOMOEE

99




VBBSS 2—F—HAK  version 2.42

ABFE T 0y 733 URL

TN—TZE DB I/ T 0y F % URL ZAAZ AR TEET,

MKAMT DL, Fa—ARED B/ 7 uy 7R E] X, 207 NV —7 IS EE A,
7ry 274 2% URL DYARKOHKGRFE 7 URL DYVARMEIESNET,

FHANIA L TA AN T HDELEESN, 12 12700 HEFRENET,

£ IR ERORE AR T Ow T BURLDUZ
| % | # o FEEFHHI 0w T BURLEAWeDLHF 17 —<3 L CERENET.
e i
® Webl FaF—==> O P0—/ULEEFHELUIOvITEURLOVA S
JAT—E © BADEE
AEEHTOw T BURL BEEFURL(N) | TOwSTBURL()
ERBLUZDMOIE
+Em |- aito
BEHHURL

i3 ROWebH1 MCFAEZLTLIZEN.

HRB IO EDMORE

BELEREEZ X2 )T 42—V = b ECHIME/ ML E TR T T 22 L2 —FITFFTLE T,

& HEc-LAoBE {EPRD KT DADBRTE @
ET B SFATFL VT ISA T L TEMUENMEE IR T A LT A LET .
m & | @ |0s
UPIAEA LTREFOFSLRE, WebblFa UFHE
» BESRTE

JIAT—RIE-MEERE
® Webl-EFaF—Z3a

JERT—F
FBEHTOY T BURL

BRSSO OMDEE

100




VBBSS

2P —XHAR

version 2.42

(iOS) RV —DRE

NAa—R
INAT — R OR) S — 2 i S DI ENTEFET,
HNT BT AL E T,

60 73 LANIC S AT —RER ET AL —FI@mpB mExET,
¥60 AR HE, NAT—RERETHETBAPEIKESNERETEEE A,
PSAT—RIZ TS X a2 T 1 | SR —REEEE [HEny 7 | R0 NERETEXET,

1 BT EANEE JEZ— R

T A AOOy SZREETBCIF (RO FIEETY-

=k 0S| @
WebLE1F—3> o
: BE: ComE
e )TZO-F
BENT—TY e
Wi-FifRE e
FBRHTOY TTHRL 0 nF. = ESoETENITE

O HFEHFERCEE10T0E0E

BINCFE:
4.

£FaUFs

O /GAO—-FOEREEE 90 BRIRICTS (1~365)

O B&E El&EL/ A0 FIEEE L
BEEmOY 7

[ ROERET) f RIS NRIES.

FERL 299BMEERLES, IPadZBERICOv ST S

Web L E 27— g9

@ MRey-eont webLE1F—>3 >
WeblA22F—3 3 G REWeb - MOBRNSOREZEIELET.
= & & |08 @
en = e tFaUTr L
WebLE1F—2=>
® JIR3-F ks BOTAS
BER—TT = © o
Wi-FHRE
O 1 (HIREHE)
FEFHI O 7T HURL = ® e
& Q
© Webthf bOFIEAET OV I LET
FEHEDURL
[ b RSO L BFHENT T UTURL Webdf METOw5T3
=L —d >y
RETR—T %

O ASEY-ER0EE

L.

BEYR— v
- o BESENEREELET.
=3 i

®

Jailbreak == T A
WebLF1F—=32
ebl-Ha17—33 O ~EmEHE
e JIZO—F =108
EEVF—TY BEEI20S
Wi-FifRsE
EEEHMITOwITBURL

T/ A AZERNCOv 533

LFET.

5

(<]

101




VBBSS

2—F—XHAR  version 2.42

Wi-Fi %
4 HREH—E20FE
= d | & 059
WebL-E1F7—<3>
e JIZO—
HEIT—IT
Wi-FiREE

BEEEHTOvSTBURL

Wi-Fi{#:&

ROEMOBEHIC OV T FIUERELET.

HTTPS bS50 w OMBENES
BETRULTFLIEARA 2

ARBEAT oy 73423 URL YA

£ UREH—EADRE

& @ |0 @
WeblL-HEa1F -3

o JZO-F
EETFE—Tv
Wi-FiFE

BEFH IO ST BURL

AGREH/JOw 79 BURLDYU Z

BEEHTOw 5T SURLIEWeb L2 F— 23 2 cBERENET.

AT 34

O F0-/ULEEEHFELUTOw S TSURLDUA -
O BRIMOIETE

WeblE 17 -3 2 TR THESN TV SIRIEOHIURLZENT 31 URLOZTEIEOFHAEREZT BICIE. ROWebtf MCFLATEALTLRESE
Lhe
hitp://sitesafety.trendmicre.com/

102




VBBSS 2—F—HAK  version 2.42

9, =—3F

=D THILET,

9.1. =—VDHE

(=] BEIZIX, 2/ AT AT MERE, 77T 47 =PI TN TS RARA IR ERIINE
T PR RO T RRA L NE—F R 43572 ONZ, VBBSS (XU R A M — o MBI AT
FEEDL—F OIFBEN 2 A B L ORI C& 591U E T,

TURBA UM RE I e A Uiz —F o MBI £, 728203, 22— AR U RR AU X iesd
35E, VBBSSIZVARNTEURRA L X Z— A BT F9, RIZ, 2—F B R RFRA s X icrs 4
$5L, VBBSS IZVANN T RRAU S X Za— B ICBEILET,

2—PEI)y T HLa—FICBEMT O TOD T RRA U MERDB R RSNET,

1Y+ A I>ERA > b
njc - L] win777MNT
njco1

NJCO1-PC3 - LJ njic01-PC
njc02

2-PCE - njc02-
NJCO2-PC3 J njc02-PC

njc03 - 0 njc03-PC |

¢ FRTOIL—H
8 njc03

e o O Tl A b

TP

g njc03-PC

Win 7 Service Pack 1
FIECIEE R 20135088158 13:33:34
FuwIT— M BEREED RS Mg E

103




VBBSS 2—F—HAK  version 2.42

10. UV&R—}

LAR—=MIOW L £,

10.1. L R—hD E/ 2 HRE

VAR—MERCPR 7 R 2T A, VAR = TRINTID, 1 EIRY A 1 [E A 1 EOFRIZBELEHRNIA—

NEETHIELTEET,
LR—FOEELELIEELIIEASIT. A— L OWRMFELT PDF JBERTEMESNET,
FEHTA L TAL AT T BTSN, [ 2 127 ) 0T AL ERRENET,

Lati— & fest

TEEY g BEE -

= LRRIEETRE 00 - : 0D -

0O TATOIY A
P—7

Lit— hDRE

E B TATOTFIUFAIRYN
H DTILARETOSS
2] RADT T~ F
[+ B Webl-£31F—%3>
F B URLI<ILE
= @ #ER
#H 8 723> O-L
£ T FI—DTIILA

2Ea

A=IFPELR

&st:0

104




VBBSS 2—F—HAK  version 2.42
LAR— N ()

NJC | 9102125~ EJR2 17 1Y-E2"BALATSA

VBBSS L 7R—Fk
MG 201TH4H 130 000000]5T
FET201TH#4F 210 000000]5T
AR BRI 201TE4 A 20H 11:11:18)8T
BB S n—7 8

ER/

R

Ao G TN Lt TR

WA ARG ST R SRR <) 5

o e AR & Lt — et EfEE

Bl ah=f w b D=2 0 0RO EAT100

Foor b= AL THESLET A 2 1o

A Q=T e—=0 = THRIHERLFT A 2 (=8B <) LA

Al 0 TP L= o T AR &L =t EfIG

Weblb B aF=—ia K =B O f=F 40 X Lo
EWEHF Y —iREOH 227 o 7T A0 EESHE
EWETH Y =B O & 2 2 F o1 R EL10f

FrRf Ay Po=AF ) r—RREOH- =7 o F Lo s
Faif Aoy b o=l ) =i O dh o 2 F 3 Ao B0
MR LURLY T U #H Y o= k5

URLHAF TV HE I il T O o = F ot A LT 100%

AN YT [ L— 0 o T
| QA
A NARE B A 9T = T E R E L
15.4% HERINTOERA
: B A7 roBREDSEETT
A2, T TS — T = T ORI
B srsEx [0 pErss o ERTIEHN THA
| R O st
| e iz L
0 we e B %
BRI S 0 0.0%
AR G T — o e T &R E L B 0 0.0%
EhTwEHA :
Lo BatisE % AT LOFFEEALE T 0 0.0%
BRER 5 0 0.0% AR G T L— 0 = T ORI EETIRHYF
0 0.0%
MR 0 0.0% 'h
IR 1 81.6% AR T L—T =TGR 0
el 0 0.0% E@RSAL =T 4 Bt %
HEFEE 0 0.0% *b2E L xHibde L *ide L
TR 2 15.4%
oA ABE 13 DA NABBIBENT-T A 2 (F—sEER <) 54
o oA g R % TrARE Bt %
E icar_test_1 12 92.3% J0sHo-c 12 92.3%
E icar_test_file 1 7.7% M &= Z4 7 k] 1 7%

105




VBBSS 2—F—HAK  version 2.42

11. u”r/

LAR—=MIOW L £,

11.1. a7 OxHEEE

TANAOT L Web LE 27— a0y URL 742l il S £7-1% csv B T/ AR —hCTEE T,
K7 ORIFEARIL 60 A/KITY,
NI L TA L ~NTHTELERN, [2 127V AT RENET,

m) @

TFIUFT o URDORE: TAT ~ m B%re - oF | [ THZR-b s

R L b g 1) ERER T71NDIAFR nEgn i ) a4 i

W CT{TOZENTEAXARY
@ XUTAURT DK H:
BERNE IR O G B RV —E 2 E DX 2 )T 4 AU M 5us

®Web 22— )L AU
THY R RRA L NOE L E R E/R L VBBSS Oz — /L COIFENI T 51

Q1 KR—FR DT T T —h:
X2 T4 TV DALV R =R DT T T — NI om s

L S BV R
FET T T = NRAT—=RFOU By VE—MEERLE ¥Fal)T 42— T N7 T AR LT T LT
BEons

106




VBBSS 2—F—HAK  version 2.42
H27 B IO FoRrHIE OB
FEHIZAS E-mET AM-@E 14 A8 30 B0 60 AR - D AX AP ORENTIET,

[ eF=vzruzoore 71T - | [m &sEs -

O t+1UFrURSOEL

TATOEFIUF A~

TATORAOEROES FATORUZ—ER TATOFRACEHIAEE
DA ILAFETOAS L URLT A LA =)=
RIAII TR —ITTF FIA AT PO EMEELEE
WebL-FaF -3 [ERRALIE
Fy FI—SDAILZ FIUs—Lararr0-L

O Web W —JLA S

O A=Y P I T

O EZFAEF VT OSAF AR

P

X2V TR T O FE RG]
T AR —FED csv 77 AN EL TH B —RT 20 TEET,

o7 @

PFIUTURDOEE TAT ~ [ EHe0BHY ~ 1534 o
Brs pa b L] ERKER T7A DI mEgts B e 0 a4 B2
201852088 158 15:28:. AIA DT~ Cookie_Atwola Caokienjc04@atnola.com’ EXiE njc04-PC njc04 Eo
2018&£03/158 15:28.. AN A DI T~ Cookie_DoubleClick Cookienjcl8@doublkeclick...  EZIE njc04-PC njc04 R
2013038158 15:28: ASADIFIDL—2 Cookie_Profiling Caok njc 148 szakmedi Bz njcD4-PC njc04 =R
20185038158 15:28:. A DI T~ Cookie_Zedo Cookiznjc04@z edo com/” =13 njc04-PC njc04 =R
201303868 15:10:23 URLD L5 hitp://36fb61a0. akstat i - Jowvéa njc03-PC njc03 =R
2018503868 15:10:23 URLZ - LA hitp://36f61a0.akstat i. - Jovs njc03-PC njc03 =R
2018F03H6E 15:10:23 URLZ L5 hitp://bs serving-sys.co - JOws njc03-PC njc03 =L

¥Web LE 27 —aX° URL 744u 7%, FIHE DB LZEHIDZ WO ur REREINDZENHVET,
1= NI SO URL BNHEDIAFEN TOWDEA . BEEIOF = 703057280 T9,

FRGREBE D AT HEAL

a7 DFEDOQ% )y 74 HLF 2V T AA XU EBBRIHSND ETOM G HIZR IR OMRBEITAET,

O ®
BT UFr UZZOE AT « | g BETAM - ECN e 24 S N
B L AFdu EFER 271 DI AR ANt Il 2 a1

2019F0ER10E 1. DA LAARETD. . Eicar_test_1 C¥lzers¥0P-PC-et. . =t op-pe-gtrmcrm OP-PC-gtmem
20 9tF06H108 1. D-OLAARESD. Eicar_test_1 Gl lears¥0P-PG-at. . 2553 op-pe-etmem OPF-FC-gtrmem

2019806 H98 13 WeblH 17— httpaiiuuuska! 2.one. .. - JOw OP-PC-ip ap-pe-ip

107




VBBSS

2P —XHAR

version 2.42

i 2 W72 I O e R T 1)

el

Eicar_test_1
o

20198F06R108 12:55:01

@ LT b

op-pc-etmom
1P 1722399106

(%) s
70 Wieb

chromesxe

(@) swuran

9-H:1c089a—cd9c—4d12—bﬁES—db2bdf9?---Q

FRHD 2 — 1 OP-PC-etmem

@ Afs.0—F @
2018E06AI0B 125501 o
chrome 2 xe 4b1c083a—cdic—4. 2 tmp
YRR D e RB AI RE/R B 7 D H T3
cTANAIRIET 7T L% R
‘Web L E 27— 3

TR D PHALZATOITIZLL T ORELHINLET,

RV — - 17— St F o) T =V U NRIE - =V = har o — L 27 O Rt A CRIELE T,
(& IRA A~ DR Z 58 ARG B S T DT I Y — A ITRIE 7721

BEREAIRHE, DG G LR To—Y 2 U MDY Y — 2 & 2L ET,

MRRERA DR E

17 OFEMEORRRERIN AMTIBINT 52813 TEET,
KED LEOL THRERYG A PRI B DD % B D BRINL TTEENY,

mi
TFaUTs UL TAT - B RETAM -~ L I e s e ¥ el o
= [ 8 HFdY EHERE 27 A WDICAR LE. Jroi-] TR 2 b e
2019F0ER10E 1. DA LAARETD. . Eicar_test_1 C¥lzers¥0P-PC-et. . =t op-pe-gtrmcrm OP-PC-gtrncm ®
20 9tF06H108 1. D-OLAARESD. Eicar_test_1 Gl lears¥0P-PG-at. . 2553 op-pe-etmem OPF-FC-gtrmem
2019806 H98 13 WeblH 17— httpaiiuuuska! 2.one. .. - JOw OP-PC-ip ap-pe-ip
DA ETOFZ L0070 X
_@; BEE  Eicar_test 1 BEREHU MR

GRiHE 2019F06R108 12:5501
SEHR 2010F06H108 12:55:03

108




VBBSS 2—F—HAK  version 2.42

12. EH

BEHIZOWTHHALET,

12.1. BHE DX/ 18E

T WD AL T RL AR ER, BANREOLNLREOLEF 2 21T £7,
FEHITA L TAL AT T ELITEN, [ 2 1527 ) T AR TRENET,

[l == —REERTE @

T Rl > bOSAUTE
B/ HILT) A RBEEE

FATFLUTA IS4 T2 MDA A )R EZFWeb I Y — L LD [ESFATF1UTA 54 72 M BETT > P > MES AL

& 0
&5 137 7. SFE®

= TR DS AL ERICTS
@ . I FRA Y bOSAULTHTDEY R ELT. ESFAEFIUT 5517 bOA VA P—ILRESAUEERHERENET. 8 DLR—A. E2ED. A—LFR

Active DirectoryETE LR
‘3 Smart Protection Network SrLRED Fes

B —0) AT — . —

B =ERET=F ESFRALFaUF IFAF 2 O YA AU

Y=l

DANAN RS — ETFRATFIVTAH—EATIE. I-HFCL0MEFETSNEVESRC, A M)l o —SOEMERE LU )L
Sy ziER EAIRE 7Bd3. ERTEE

Weba S U— LB UL SOENEET | 30 H#ETD (1~999) (D)

DIFAP YOI —F T

[

DAWANAE — ESFATF2 VT H—ERR. ESFATFIUT 0517

AVTAHTATNE HEE na&, H—/ud

«a)

ROBBF ARG SA T MESSA T b U SEHERT 3 B (1~a99)
bSINSA—F T

BERESC. P EYIS00T =M — M TEOERORSTHAT3E4R. AR CHUTTREOF Ty IMy ZRAZEALCLET. BAVEDEZWE
Vi, TETEESNCERE b FYro00EL. BEEE TV ER<SanBET. RESNTERE. BEERACOIERENET.

ROEHE —H

R E
CBSAIT S A ARG
ikt

- Active Directory DF%E
*Smart Protection Network
[EEX—D/RAT—K
=)

TR

*Web @tV — LR E

109




VBBSS 2—F—HAK  version 2.42

R

@ = RRAL DT JUAHT
o) T 4o == B T RRA L M T LT AN TEET

QX2 T4 — 2 NDOAAN— VY
AL A= R = DR B LA A—/L D URL Vo7 DA EIRZHRELET,
AR AR T AL HETEN L ET,

O ITAT NI )—=DI)—F T

X2V T ==V IR BRI RSO WG RIS, 7 TA4T N bt 2 T = — Ve b
Z HEIICHIBR CEET, #A TN SILD S —NTHIBRE 72 Windows 8L Mac E¥ 27 42—z
M A EIRIZE T L ET,

KT A VAN=NE BV TEL CLEST I TAT U Ml idE X 2V 72—V = h—BITFRY  FA B AEHE L
TLEI2 | BRE HEGER B %12 B BIHCHIBRS BT WIG BT’ ELE T,

QLTI N a—T
PR =N CUERIG AR EL A NI TG ERHVET,

110




VBBSS 2—F—HAK  version 2.42

WA E

FRERB L OE LA MDAV Ay =T IR(ETHEIIZ VBBSS R ELE T, @EHOBEEZ B -5
gﬁﬁmu /1/75) {*éhijﬂ

ORTEXT
WA=V T R A B EFTEET,
M4 OYEEED LT | B ETEET,

=

@
Ao MDAy T [CT1ILA) RS — ESRATF1UT AU EREEELET. BAESENE 22 OUA RT3
—HEE A ZEEBUT &L
EANTI A ABEE
IE Ehes ==
#A
EES WFBS-SVC@TrendMicro.com
Active DirectoryDEE FES

Smart Protection Network

EEF—a/ I RT—

W=l
EBANTBEAF. IO TED>TLRE.
. ft: user1@example com; user2@example com
S ARR e
Webd S — LB HED5EEOIFE: | vbbss-Nipponjimukihyoukads|

A— LD EOERCFFINENENET .

{31 [vbbss-Nipponjimukihyouka0s) [ AL AT - 8

& LA T
BEA RN VAT DAR R TA AR DB E NI AS AR TEET,

AE -2 £
BRI A
&#m A—JLiEH BEELEME
DAILANER - EREN TV ER
DA ILAIER - UPIA A LG
A DT IR - ERENTL VR B
DAT LA
55 AL B LEWME
e e SO D7 LU — A0S BB P v T — MEA
0 %FRE
Smart Protectiontr— 2 - 3855 CLVRNGSA T2 -
FAEAA N
e 2] A—JLiEs ELLEWME
TR - BAREEN
SR - T AR
SR - 2— MOERES1M0%EE
SAELA - R

==
= H

111




VBBSS 2—PF—XHAR

version 2.42

O EELT
BB A XM LTI RT L T oM S E R & TE £,

BT L THRH LIS SIS E L L&) o i EREL £7,

BRAA
=] A—JLEs
DA LA - TA L AREES U SMERERE L

RIA DI TFHE - A A DT~ FOREET LS
VEERBAFTURL

Webl-F1F—<L 3 - URLERA LEVVEERBIELE
URLD 1L - URLERA LSVMEEZZE L
HRFZERE - FANOSROBEES LEVETBIELE
IR - SEERERALEVVEEERELE

Ry BI—ZIAIA - Foy BI—LTA L ADEEELT LEW
EEEAFELE

FIA R +O—)L- T/ A A0 FO—LERSF LEVEE
BAFULE

TBERAL VIR - BRRRVIEERS LEVMEZBAE L

FAUS—Z32a O - FTUS—23 2O FO—L
ERALEVEZERE L

BEELEWME
1 5iE]
1 5iE]
1 5iE]
1 5iE]
1 5iE]
1 5iE]
1 5iE]
1 5iE]
1 5iE]
1 5iE]

T 20

FroEs

FroEs

HOER

HOER

FroEs

HOER

FroEs

HOER

HOER

HOER

112




VBBSS 2—PF—XHAR

version 2.42

13. 7947 MEE

IIAT 2 NBEHIZ DWW TIRIAL E97,

13.1.Windows Z7A T "DT AL TR

IIAT L NDT AL FRROEMITLL T O URL ZHERRIZE0,

TV N T AT PIRT AT —HZADBEMRIZDOUNT

https://success.trendmicro.com/ja—JP/solution/KA-0001536

113



https://success.trendmicro.com/ja-JP/solution/KA-0001536

VBBSS 2—F—HAK  version 2.42

13.2. Windows DE &K

11:42
2015/02/04

& ™ i .l o

BRI DT At 7y, X a7 4 o—Y U MBI 2N DL 0T 47 U Nl S E BN L £57,

B —ViInG T SAZANERZ B2 B COIUR, FERRBRE RN E, 77 AT U+ — ViR EREE
AT MUTCRRET HTEB TEET,

ARV — PR TELR D07 T4 T o Ml 2 TRIEAZE LT HZLITHEREL EH A,

1) X274 —T = MNAETH
TANVA/ RIET 0T T LD RE—2 T 7 ANDT v 7T —NRIEHER TEET,
BEOSGA, V7 N =T IR CTHVEUNCEITIN TNDIEERLET,

O EZRAEFIUTA 54720

Q RENER
3 BESNLRETHD, VI FIT7REHTT

DANRIRETOTS A 0 \T
2017104103 (B) 14:245(52

AIADPITL—Ix7 0

2017/04/03 (B) 14:245(F2

FHOR = ‘ ZyITT— I
FHBECENCROTVET

DANWAING—>T7 LI 13.345.00

BBl T3 — I~ 2017104118 (k) 15:56

EDHERS CE T

TDLNRANRE= EJRACF1UF+T=ER™

J=f T FENETY

T R e
@ TR LR
@ POPaA- Il
o PrAT A=l
@ Webltaz-ua

DAL AFEINYSh
2018/02122 (7 ) 15.275 1%

ANRAIIF LI 7 @ URLT LR (# BEER )
2018102122 (7 ) 152752 ) WEeE e
Fiies [SF-2-1<1)

B DR @ Frqaavka-
SRR 14,| © WERAL R

o PAWr-wspavka- b
WOOF 7 7 -+ 201803009 (&) 1528 bl =

114




VBBSS 2—F—HAK  version 2.42

(2) IR
OFIRBREITZET,
RIATRT A NFNF 2% ANNVRBER | 7)o 0 FHEEIR U= T A AT T AT DIAINAF = 7 ZBAE L £,

O FHitEE UIEHalT I Pk Gl

RETHIHIE

- v avra—4
Hg&

b 2 AR T PERRT IR, FheED - L F ST T AR OV LET.

ws || #ever |

OMRFAT P OB HAZFRLET,
BRSO L5 AR — R 1k 2Tk 2270 o 7 L TLTES W,

& FRRE -EVF AR VT 1254070k

.. 10%

CADRV\chipset_NMAlNichScore.cat

RkEh 7> LY AU -89
AR 0:00:14

A0 T o B

A0TE ik E

BERS

=
=
ceseese

[ #komTEIIIYEa - S rob o0 dS

s 5T F1E

3) Ty 7T —h

(7T T —NEIV I T HEAE =R NI AZ— L H gL, 5T <IAE = DT 7T — e THZENT
TFET,

¥1 REHIZ LI H B CRERBL TV ET,

"R AEFA VT 75

il T NTHAVA - FULEP T F-FLTLET .
HEekE: 0:.00:09

115




VBBSS 2—F—HAK  version 2.42

=24
IRWRZ I 7 HEn ) BB T AN TEET,

O ESFAF2UTAISA7OE

enita- eozs v s-e

./ g 5D, VI MO REHMTT

? A =F)
7,

DANARETOT T A 0 l BE
2017/04/03 (8) 14:24502

AIADxPITL—Ix7 0

2017104103 (5) 142450

FHRE =an Zozr—b
FUBREENCR>TVET

DANAINEG—>T7 ()L 13.345.00
B>y 5~ 1 201710418 () 1558

TAINAR ARAT T T AT TH—)b Web LE 27— ar URL 74VE FENEEG . 534 RO Ty 73
TEET, RITATUMANRFESNAR Y T —#1% 15 H B (WIEARRE) L7220 £,

O I BV AR T3P

faili) igﬁ?ElFai-

|a'z<rmé§; (n‘,.

ARASIT I -7
774’7"j=r~JIn’ Rk D=8l A
Webl-EaF -3
URLZrILR

La-Fal

OFEEOY - RpiREEFhI01sBE0aTT)

BALD

116




VBBSS 2—F—HAK  version 2.42

(5T

HOWRA L H IV T DL ITAT VA ERBEZ LN TODIGE DI, SHEFEDRELE B A THIZENTEET,
KREICEHTAIEBIIIZIAT o MUTRIETAVEHa Y — LA TRETI0OIR—TF, AIRERIBVIFA4 T

(ITHERRZ 52 37, BHla Y — A CRRETHIEAHEREL F, (WIHIERE)

O ESFAF2UTAISA7OE

DANARETOT T A 0 | BE
2017104103 (H) 142450

AIADxPITL—Ix7 0

53017104103 () 14245008

FHRE o i e— |
FUBREENCR>TVET

Ofrat

VT NEALRTR, FEMRE ., TRIMRE, 7747 U4 — ViR E, FEEHROR EEEETEET,

KEHAL )= VDTINAASE T N—T DRV —RTE > T TAT L MOMER > X2V T AREX T CHF A NE-25
NTWBEE DI

O RE -EVFRAXa VT3

| »

FHMA (7)

TR
FrAToa - ILERE
EHER
() famulEE T~ T oI el

® FLYF P roanERRE THEShIT AL/ @

O HEShAEETES 277l EREEEEETIBAIENY T () TE
Hlo TORALY)

, ACCDB, ARJ, BAT, BIN, BOO, CAB, CHM, CLA, CLASS CO =«
H .C5C, DLL, DOC, DOCM, DOCX, DOT, .DOTM, DOTX, DRV, EHl |
L, .EXE, .GZ, HLP, HTA, .HTM, HTML, HTT, .INI, JAR, JPEG, JPG, .
S, JSE, LNK, LZH, MDB, MPD, MPP, MPT, MSG, M5S0, NWS, O
CX, .OFT, .OVL, .POF, PHP, .PIF, PL, .POT, POTM, POTX, .PPAM, P -

m

] Dk AlaBE o Wi

ERE L

+ FHilFEE

oK el bl 5|

117




VBBSS 2—F—HAK  version 2.42

O)=rK:s:i
DT MIFRENDu R ERIEZ 1~99 HREICRETEET, X777 U — /Lo {RFEHIRIEERL

¢ SE - EIFRAEFIUTA I F

07— 9 ERET ZBEFEELTIEZV (1~095/). ~
STILAFRETONS AF—45: 15

A DT FII L~ FF -4 |1E— =

EHERT -9 15 H
Webl FaF—o327—4 15 =
URLT -« ILFT—5: 15 =

FFAFIA—ILT—5: I' H
T RO FO-ILFT =4 |1E- H

BREEEEET -4 15 H
FFAUG—2z>0% O]l |1E- = v
OK Fr AL B
@7 7—h

IIAT VNMIERENDT T— R Ry 77Ty ) B R ETEET,
KITAT VN TT T —bERNER (F =y 772 L) DA THE o Y —/WIn s R3S, HHEE IR E2E

BT AL TRET,

¢ FiE - EZR AT U951 P -

735 M EUERL A P EEELT (L. BART S MAMTIERRENT
LZ7MEEE Lok <

L

Exyil ﬂi?éz Tf
[ UFILA- MEETOES

[ FHHEETOESR

FIEURLGTOwW &

[ gitRLGIOw 3

[ =seEEEn

O F7A7o4—ILER

[0 F«23> +O-JLER

O 7FUsr—z3>dx0-JLER
[ #msrSiERcsaEs

OK Frtil i

118




VBBSS 2—F—HAK  version 2.42

@y g
B — VOB > T a— NVERE > 77T v harhe— L >

X 2T TV N DORY I REEREFE T TIRAT =R AN ZERT LR EL TODEHH DR EVRZ L INEKR
SNFET, REEEDOHERE G2 LN TWRIFAT N TOE BB TR E LI AT =R 2 A3 52 THRZ 52
BNTWOGELRFEDORELITAT o MUTITAET,

) EVFRAEFa VT 42507

DTWRANRY— EIR2F1YF+Y—-ER™

DAILAFET OGS A 0 ' #% \

2017i04i03 (B) 17-:0050%
ANAILFIIL—IF 0

2017i04i03 (B) 1700505
= FuadF—t

DANANET—TFAI 13.347.00

119




VBBSS 2—F—HAK  version 2.42

13.3.Mac O HEHE &K

@0 B k1321 Q

(1) PRt HE

A2 —N—=DT AL %IV 7T HLRHEIREE, = —V 2 MR I = T 7 ANV DN—T g R TEET,

F72, [Trend Micro X274 =—V = MBI DD FENT v 7 7 — MR R FEIT, B OMEGREITHZ LN TEE
R

Trend MicrotF a2V 7rsI—Jt > b 03
REHE
0 REAFMCE>THD. VT b oo 7 REH
BREH:
I—rwhk/l—33w 3.5.1109
AN— FAFP IV NI — T AILD 15.195.00
IN—3iig
Efirtr—a1: wfbs-sve-nabu-aal.trendmicro.com | ;‘.‘
g

Trend Micro2F¥ a2 U7+ IT—3 x> &ML

@) 7Ty 7T —h

Trend Micro t¥ a7 4 =—Y = MBEET,

(7T T =M%V I THEA B =R TSI — 2 T 7 AV ERER L ET,
X1 R LI HE CHERL TV ET

80 Trend Microtz %2 U F ¢ T—Yx ¥ b
I

RELEY

FRENERICE>THED, VI Iz FEHEBHTY,

0 15.195.00 =L
TANAFETOT 4 AV—hAFy2 IR FHERE
F=uI7 71N
BE): B L 5E A ED10:00

HEDF v F7—h:
2019/06/26 14:44

120




VBBSS 2—F—HAK  version 2.42

(2) Fsg
TANVADFENREEITZET,

OIAVITIRE, DAZ LR, A Ea2a—FBIROMRBOLIRBINL CHRER LG 7y 7L ET,
2 — X BROBRRII—FFE R0 ET,

@0 Trend MicroE# 1 UFI—Y x>k
|

REHEY |

RELFRICE-TED, VIR PREBHTY,

ZyvITTFr—k

BE

FHIRER

BT 20t To¥T — . 538X EEM10:00
RIBIO7 v 7— b
2019/06/26 15:36

OMBEITHOmEZ LR RLET,
BBREZRODLHEAIL R OEIL ) 2 — B IED DA IR — s 1k ) 7)o 7 L TLIE &,

“ e T Mi_cr;:t-)f.l 'J:-T'fi;iil-y_fh

| TA4v TRER

| ILibrary/Application Support/Adobe/Reader/DC/WebResources/Resource/static/js/pluginsion-boarding/jsimis/fi-fiful-str. ..

5%

L
BRE=EF...

HEEH D BEE: 165

—FHFLE ik

121




VBBSS 2—F—HAK  version 2.42

€)=
TANARIHIR Y 728 hRm TEET,

Ou7 O
X2 VT YRS
-7 By IS {7 Web HA R
TR

T RAfARaha—)L

@HlH
4 B 24 FEILA, 7 AL 30 AR, W AZ <A X (W E)

SRR i A N Al W = g2/ D75/ 4 DS D

Trend MicroEF 2 U5+ T—Yz v b

REHERY

FESEWCESTED, VIRV FRENTT,

|
0 15.195.00 axh |
|
|

O?‘,‘/j?‘—}" |

FANAFETOI A AV—hAFPrI—Yzv X FRER
F—2TrAI
#1(E: 2019/06/26 15:49 HFiEAED10:00

HEDF w75 —hk:
2019/06/26 15:44

Wi &n 7 Oz ERL £,

‘00 Trend Micrott#2 U4 T—Y x> b
i o @
[r== ) eFavr uzs [z~ o 3)
EF2UTAURY | BB L R RROE
fRlE 7 7 1 ILORT B3

122




VBBSS 2—F—HAK  version 2.42

13.4. Android D E E &R

KPR/ =V a N LB LR DG B BHVET,
VBBSS 7 A= &7)y 7 LET,

(1) AT —% A
BHa )= NVl —PIZLDITAT R EE T NIREL QDR ELEFEITAET,
PRHESNTOET ) IZR>TORITIERE T,

FEENATVET

COFNAARBRBENATEY, BROAY L~ CEBLTURT

123




VBBSS Z—P—XHAR

version 2.42

2) X274
RIETOTTERBERET TV ROT = 7 24T 2 FT,

GB?%»XHXG EVRREFAVT 4 H—ER

AT—8 2R | txal)For | Fys—

@ AETOTSLEBR

AYAR=NEHTTVDEF 2V TABRAEF v 7L ET

& REPTURE

TN —DOFE. Kstt. BEEZFzvILET

ORIET 0 ST L3R
(WRRBRLE | 27V 7T HEMB AL £ 3,

AETOI75 L8R

WA

NE= 7 ANDP 3 TF—h

FRSE HH 1

AETOZ5 L8R

BYUINLHE O

Fprel

124




VBBSS 2—F—HAK  version 2.42

QING—=2 T ANDT T T —=NuI VI THEAL T = MG — 0 T 7 ANV E B L ET

CFAVFADP 2 TT—bF

Ty

@RIET 7 U R
(BERBAtR 127y 7§ HEmR e L £7,

(G FETTUIHE

1O

EHaAVTAURVERRLEY

\ | mam |

@ HODFS/ - U opkbEnE LT
= T ik 30

HRLT

EFOFPTUE, SANNERRLET. CNSOFPFUEFL»2L FrUEMRY GrE 3R ENRT S LESGH
B LT

CLOHAD WD

| @aEE-

B ALETHIT TV r—ar MR O848 FZREINnNET,

| CLOMO MM
EE R

i =Ez-K
CAFTUE ENSRFALZOSRONNERNL, £ P - CESMLTWNERNT $OMms By
Itin B
W
BEGAEL BT F . t ¥ L}
AET
NASTHEETNERALGD. J1- TIPS KRR NS TemraaeT

125




VBBSS 2—F—HAK  version 2.42

EFRT IV — a LR CXAEAITEHTAZLCLE . BN/ ET,
RIERT PV —ar DT oA A=V T A2 L HER L E4,

FFUARF z v D DER

1 DI n— U2 aEE LT
W WRALE Ty k]

(3) ARV —

R — R ER AR CEET,

B — VI THFA |2 52 DN TV DG AR EL B Al fE T,

RIET 07T B ROGZ/ BN DOUI0 2 LR EL a2 —FIFF [ T5
K GRERE: VAN A/ ARAT 2T %K, Web LE 27— a7

T =X 2 VT ARIROF R/ DU Z 22— FIZFF A5
KFGAERE: NAT —NEH VE—ME B

FEFOIS LG Pild A LSRR
FAUHRBDUPIRALFz =B
Weh BRI 6 ,

HAD—Fotsa )T

iR

126




VBBSS 2—F—XHAR  version 2.42

13.5. Android D EEHERKR /N—Yar2.0.0

KON — Va2 IlmE I R GA8BH0ET,
20234 7 A 31 HATF A% LD (Fr3—ray 2.0.0) WIY—AZITWET,

VBBSS 77 VB E FREMm AR RINET,

t¥aU 7 LOBRIBRE SN ERATL

R =P o
- FERROEITOMRIEIE L MR CEET,
R —T 2 DT 2T BT Y L ET,

[Web LY 27— g | X7
*Web LE 27— arfIaD 7 77V R, M ER AR TEET,
RHBREIC WISk — Y 2 "R — Al _EEO TR 12 S L ET,

[BRIEIHXT
CBFERERN—Va HF R E DR TEET,
R =T = PO IRV — | X7 B IO — A L O TR E RN =V a fE MRS L ET,

127




VBBSS 2—F—XHAR  version 2.42

13.6.i0S O7 FVE EHEFR

KNV a NIV R DGERHVET,

2024 4E 4 B 22 HAVTF 2% L0 (Brx—Tar 2.0 7FURR) AV —28nTOVET,

Mobile Security ZBi<& FRLlmmNFR~INET,

R P o
- FERBOEITORBREREMR TEET,

[Web LY 27— g | X7
*VPN [T ON [ZREEL TLTE &,

[RRIEIXT
=V NERIRED MR TEET,

128




VBBSS

2—F—XHAR  version 2.42

SaaS B 2 U ¢ 55K

TAIWVANRE —E R A X 2T 4P —E R

2 —PF— XA AR Version 2.42

ZITH 2026 4£ 6 A 26 H
BT . AAREESHASH

129




